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JUDGE LYNN M. EGAN

Judge Lynn M. Egan became a Cook County Circuit Court judge in 1995 and has served
in the Law Division for over 21 years. She has presided over high volume motion calls, an
Individua! Commercial Calendar, an Individual General Calendar and bench and jury trials. She
s currently the only Cook County judge assigned to a General Individual Calendar ir the Law
Division, which includes every type of case filed in the Division, specifically including personal
injury actions such as medical & dental malpractice, product liability, infliction of emotional
distress, defamation/slander, premises liakility, construction & motor vehicle accidents, as well
as commercial disputes such as breach of contract, fraud, conspiracy. breach of fiduciary duty,
wrongfu! termination, employment discrimination ard legal & accounting malpractice. She
manages these cases from time of filing untit final disposition, including all motion practice, case
management. settlement conferences and trials. Additionally, Judge Egan is committed to
assisting partes with the voluntary resolution of cases. As a result, hundreds of cases pending
on other judges’ cais in the Law & Chancery Divisions & the Municipal Districts are transferred
to Judge Egan each year for settiement conferences and she has helped facilitate settiements
totaling over 275 millian dollars.

Judge Egan has also served as a member of several lliinois Supreme Court
Committees. including the Executive Committee, Discovery Procedures Committee, Civil Justice
Committee and Education Committee. She has also been a faculty member at dozens of judicial
semirars throughout the state, including the annual New Judges' Seminar, regional conferences
and the mandatory Education Conference. She ras authored numerous articles on subjects
such as discovery, requests to admit, restrictive coverants, Day-In-The-Life films. directed
verdicts, jury selection & instructions, Dead Man's Act, Supreme Court Rule 213, expert
wiinesses, reconstruction testimony, court-ordered medical exams, attorney-client/work product
privieges. sanctions. special interrogatories, examination of experts and damages. She also
Serves as a mentor for new judges and currently serves on the lllinois Courts Commission, a
seven-member panel responsible for rendering final decisions on matters of judicial discipline,

Judge Egan has served on Bar Association commiltees and Boards of Directors and has
been a frequent speaker at Bar Associatior seminars. She has taught law school classes and
judged tria: & appellate advocacy competitions. In 2012, she became a registered CLE provider
through the lllinois MCLE Board ard provides free CLE seminars for atterneys and judges every
month. Since her monthly seminar series began in August 2012, Judge Egan has awarded over
13.000 hours of free CLE credit to Illinots attorneys.

Pricr to joining the bench. Judge Egan was an equity partner at Hinshaw & Culbertson,
where she focused her practice on medical negligence cases. In addition to trial work, she
argued before the illinois Supreme Court on a matter of first impression in the country in Cisarik
v._Palos Communiy Hospital. Similarly, during her earlier career in the Cook County State's
Attorrey's Office, she worked in the criminal and juvenile divisions and argued before the Hinois
Appellate and Supreme Courts on matters of first impression in lllincis.




TRENT WALTON, CCE, ACE

trentwalton@®gmail com, 720-878-3913

eDiscovery Expert and Forensic Computer Examiner

Summary

Trent is currently the National Director of Litigation Technology for U.S. Legal Support. With more than 15
years of experience in litigation support, Trent has been involved at an expert level in nearly all aspects of
litigation discovery: computer forensics, eDiscovery, project management, programming and more. He has
created two well-known legal software products that are currently being used by customers in the Am Law

100, Fortune 500 and U).5. government,

Inhis role at LS. Legal Support, Trent advises law firms and corporations regarding projects ranging from
comprehensive, case assessment, large-scale data preservation and internal investigations to customized
technologicat solutions. He has a wealth of experience in executing projects involving data collection,

processing, analyzing massive amounts of data, and assisting firms with electronic discovery legal strategy.

Areas of Strength

Computer Furensics Electronic Discovery Softwore Development
Doto Preservation infermaticn Governance Cyber Security

incident Respanse Early Case Assessment Network Defense

Oata Collecktion Litigation Support

Representative Case Types

¢ Assisting parties in complicated eDiscavery matters related to evidence preservation, callection,

early case assessment, pracessing, document review, preduction and trial presentation.

* Performing computer forensics analyses on computers, phones, tablets and cloud-based data.




Professional Experience

Trentis the National Director of Legai Technoiogy at U.S. Legal Support. Prior to joining U.S. Legal Support,
Trent served as President of both Electronic Legal, LLC, a computer forensics and electronic discovery case
management firm, and Cumulus Data, Inc., a cloud-based provider of revolutionary remote forensics
collection technology. He is a leading expert in complicated discovery matters - such as cloud computing,
camputer forensics, electronic data discovery, internal investigations and hosted document review - and has

provided consuiting services for U.S. and international law firms, carporations and service bureaus.

In his role a: U.S. Legal Support, Trent advises corporations and faw firms regarding projects ranging from
comprehensive, large-scale data preservation and internal investigations to customized technological
solutions. He has a wealth of experience in executing projects involving data collection, processing and

analyzing massive amounts of data, and managing large attorney review teams.

Trentis a member of the Sedona Conference Warking Group on Electronic Document Retention and
Production (WG1) and has assisted in developing the Sedona Cloud Computing recommendations. He is a
Cert'ficd Computer Forensic Examiner (CCE)® #684 from the International Society of Forensic Computer
Examiners. tie is also a Certified AccessData Examiner (ACE)?, with an additional specialized certification in
‘Windows Forensics by AccessData. In addition, Trent has received certifications in database administration,
traming, £Y! server administration and electronic data discovery administration from Lexis-Nexis, and

consulted as the company’s nationwide Concordance programming language trainer.

With a knowledge of 13 programming languages, Trent also has developed and written iegal software
inctuding computer forensics analysis software, SAS cloud remote forensic data collection software and
document review software He created E.L. Native Review ™ for Concordance, which is still used by law firms
internationally and was awarded a rating of 4.8 out of 5 by TechnoLawyer. In October 2010, Wwave Software
[Oriando, FL) purchased Electronic Legal Software’s related intellectyal property. Cumulus Data, Inc., with its

fiagship product eCioudCollect™, was acquired August 2014 by ZApproved (Seattle, WA).

Prior to founding his first company (Electronic Legal, LLC) in 2006, Trent initiated the htigation support
division of the information Resource Departent within Hogan & Hartson, LLP (now known as Hogan &
Loveiis, LLP) for the company’s Denver, Boulde- and Colorado Springs offices. He also implemented the
litigation support department for Whitaker, Chalk, Swindle and Sawyer in Fort Worth, TX.

fn 2004, Trent founded and served as President of the Colorado chapter of the Association of Litigation
Support Managers which became the iargest chaoter in the United States. He has been recognized by states
across the country to give accredited continuirg iegal education seminars on electronic discovery and

forensics.

Trent has bachelor's degrees in Computer Information Sciences and Entrepreneurial Management from Texas

Christian Uriversity




Technologies

FORENSICS, LITIGATION SUPPORT & SECURITY:

Summation, Concordance, Relativity, InCantral, Caselogistix, Early Data Assessment, Law Pre-Discovery, Trial
Director AccessData Farensic Toolkit, AccessData Password Recovery Toolkit, NetAnalysis, Paraben Device
Seizure, Paraben (Forensic Replicator, P2 eXplarer, E-mail Examiner, Network E-mail Examiner, Text Searcher,
Chat Examiner, Registry Analyzer), X-Ways Farensics, WinHex, Pinpoint Labs (OCCH, Safe Copy,
MetaDiscover), RAID Reconstructor, Oxygen Forensic Suite, Nucleus Exchange & o057 Recovery, Active@
Password Changer, GetData Mount Image Pra, Elcom Password Recovery, e-Cloud Collect, X1 Social

Discovery, Datalifter, “ileExtractor Pro, VMWare_ Virtual Box
OPERATING SYSTEMS: windows 2008, 7, 8. 10, 2003, Vista, XP, MacOs, Linux
FILE SYSTEMS: FAT(FAT12, FAT16, FAT3), NIFS

NETWORK SOFTWARE: ilS, Exchange, DNS, DFS, WINS. DHCP, SMT, FTP, cc:Mail, IPSwitch iMail, F-

Response, Amazon Web Services (Various Cloud Infrastructures)

SMART DEVICES: apple iPhone. iPad & Andriod Variants

DATABASES: Microsoft sQL Server, Sybase, SGlite, Microsoft Access




Expert Testimony

ASARCO LLC Chapter 11 Jointly Administered (In the United States Bankruptcy Court
for Southern District of Texas, Corpus Christi Division, Case No. 05-21207;

Mr. Walton provided an affidavit regarding developing an alternative and more reasonable electronic data
preservation and processing reguired of ASARCO, The affidavit resulted in the court granting Mr. Waltor's
approach bringing the estimated eDiscovery costs form an estimated $566,452.12 to $73,270.00.

MARK SHSMETS, vs. MP2 ENERGY LLC (American Arbitration Association, Case No.
01-16-0000-6712)

Mr. Waiton provided an affidavit regarding claimant's burdensome request for document scope and
appiication of search terms. The affidavit provided a detailed explanation of proper eDiscovery workflow
alcng with a detailed assessment of data being requested. The affidavit resulted in the Respondent of teing

required to review 8,199 documents as opposed tc an approximate 799,000.

DANIE! PERTILE, et al vs. GENERAL MOTORS, LLC et al. {in the United States District
Court for the District of Colorado, Case No.1:15-cv-00518-NYW)

Mr. Waiton provided an affidavit suggesting an appropriate ESi protocol for protecting native files subject to
a protective order groduced to other parties. Mr. Walton's suggested protocol was established allowing his

client to receive native file productions.

FARMERS INSURANCE EXCHANGE, et al vs. KENNETH WEBSTER (In the Superior
Court of the State of California County of San Diego, Case No. 37-2014-00019065-
CU-BC-CTi

Mr. Waiton prov:ded an affidavit in support of an application for an order to compel an additional depasition
pased an vclume of documents received in a recent production and estimated time for review to

approgriately prepare for depositicn. judge granted the application based er Mr. Walton's expert apinion.

KELLY EGAN v. TOWN OF FIRESTON, et al (In the United States District Court for the
District of Colorado, Case No. 1:2008-cv-00121]

WILLIAMS vs. CHAMBERS (in the United States District Court for the District of
Colorado)




Certifications and Licenses
+ Certified Computer Forensic Examiner (CCE) #684
= Issued by the International Suciety of Forensic Computer Examiners, it demonstrates an in-
depth knowledge of file system architecture, collection techniques, analysis and submitting
of expert reports.
* AccessData Certified Examiner (ACE), Windows Forensics Specialization
o The ACE credential demonstrates your proficiency with the AccessData Forensic Toolkit
technology.
= The ACE Windows Spectialization credential demonstrates your proficiency with analysis of

the Windows operating system.

Ot‘wer Certifications, Training, and Self-Study

Certified Electronic Discovery Specialist

v Certified PreDiscovery Elactronic Data Discovery User

. Certified Electronic Discovery Specialist

. Certitied Concordance Database Administratar

. Certified Concordance Trainer

. Certified Concordance FYI Server Administ rator

. Nation-Wide Concordance Programming Language Trainer

Professional Affiliations

. Sedona Conference Warking Groug on Electronic Document Retention and Production (WG1) -
Member

Brainstorming Group on information Governance

. International Society of Farensic Computer Examiners, Member
’ President, Colorado Association of Litigation Support Managers (2004 - 2006)
’ Board Member, Entrepreneurs Qrganization, Colorado Chapter (2010 - 2011)

Presentations, Publications, and Instructional Experience

. Approved by more than 15 State Bars to be a presenter of Mandatory Continuing Legal
Fducation (MCLE) courses
. Presenter of over 200 approved MCLE events

. Publisher cf computer forensic whitepapers and articles of interest
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"The Hunt for ESI; Evidence Hiding_in Plain Sight"
by
Judge Lynn M. Egan
August 10, 2017

. Hard to Find If You Don’t Know Whatlt Is

» Supreme Court Rule 201(b){4) — Electronically Stored Information.
"ESI” shall include any writings. drawings, graphs, charts, photographs,
sound recordings, images, and other data or data compilations in any
medium from which electronically stored information can be obtained
gither directly or, if necessary, after transfation by the responding party
into a reasonably usable form.”

NOTE: This rule defines “documents” quite broadly. Specifically, subparagraph
(b)(1) was expanded to include “all retrievable information in computer storage.” As
noted in the rule’s Committee Comments, "this amendment recognizes the
increasing reliability on computer technology and thus obligates a party to produce”
relevant materials. /l.S.Ct. R. 201, Committee Comments (West 2014). Just as
importantly, it reguires a producing party to search its computer storage when
responding to a production request. [1.S.Ct. R. 214, Committee Comments (West

2014).
. The ESI Universe is Vast & Data Can Be Found in Many Galaxies

+ Exampies of ESI inc'ude word processed documents, databases,
spreadsheets, presentations, digitat photographs, video/audio recordings,
voicemail, e-mail messages & attachments, calendar entries. text &
‘nstant messages, blog & social media postings.

+ ESI can be stored on computer hard drives (home & office
desktops/laptops), network servers, thumb (USB) drives, CDs, DVDs, cell
phones, smart appiiances (phones/tablets), home security systems,
fitness trackers, gaming consoles, children’s digital learning toys, the
Cloud. Amazon Alexa & social media websites.

lit.  Hlinois Rules of Professional Conduct Are implicated.

The provisions about competency demand your understanding of ESI, how to
access it on behalf of your clients, how to advise them & how to protect the
confidentiality of their records. As a result, it is essential that lawyers know the
sources of ESI and how to preserve it.

» Preamble: (7) “A lawyer should strive to attain the highest level of skill, 1o
improve the law & the legal profession & fo exemplify the legal
profession’s ideals of public service.”




* Rule 1.1 — Competence. Comment 8: “A lawyer should kesp abreast of
changes in the law & its praciice, including the benefits & risks associated
with refevant technology...”

* Rule 1.6 — Confidentiality of Information. (e): “A lawyer shall make
reasonable efforts to prevent the inadvertent or unauthorized disclosure
of, or unauthorized access to, information relating to the representation of
a client.” Comment 18: Reasonableness is judged by: sensitivity of the
information, likelilhood of disclosure if additional safeguards are nat
employed, the cost of employing additional safeguards & the extent to
which safeguards adversely affect the lawyer's ability to represent clients
(e.g.. software that is excessively difficult to use.). Obviously, this can be
implicated if the lawyer's firm uses Cloud computing, rather than storing
ESt in-house. See also, In re Peshek M.R. 23794, 2009 PR 00089 (i1l
May 18, 2010)(lawyer suspended for violating Rule 1.6 by writing a blog
that contained information that made it possible fo identify clients.).

* Rule 1.15 — Safekeeping Property. Must be maintained for seven years
after termination of representation. Includes records ‘maintained by
electronic, photographic, or other media provided thaf printed copies can
be produced, and the records are easily accessible fo the Ia wyer.”

* Rule 3.4 - Fairness to Opposing Party & Counsel, "A lawyer shall nof:
(a) unlawfully obstruct another party’'s access to evidence or unlawfully
alter, destroy or conceal a document or other material having potential
evidentiary value. A lawyer shall not counsel or assist another person to
do any such act.”

IV.  What Evidence Is Out There?

While most practitioners understand that email systems and word processing
documents contain potentially usable trial evidence, the electronic devices we use every
day actually contain significant information that most attarneys never request. For
nstance, database-tracking software can yield important infarmation. Electronic medical
records create audit trails that reveal when and where a medical record was accessed
ard what actions were taken at the time of access. Similarly, text messages, smart
phones and health apps all generate potentially useful information, including geo-
location history and call logs. Neediess to say, failure to understand this capability can
resuit in devastating consequences for a client, especially if it appears the data was
altered after the occurrence in question.

Atrough it is well known that voice-mail messages and social media platforms are
additional sources of potential evidence, attorneys infrequently request them during the
discovery phase of litigation. This is a aangerous oversight as it certainly represents a
missed opportunity given the fact that many photos posted on such sites are time
stamped More ominously, such an oversight may even represent a violation of Rule
1.1. Thus. jawyers are well advised to start thinking about these sources of evidence at
‘he time suit is filed, and sometimes even before suit is filed. Thus, a search of social
media platforms such as Facebook. Twitter, Instagram, LinkedIn, Snapchat and




YouTube is an easy, yet effective, way to fulfill your obligations to your client while at
the same time compile useful evidence.

V. Discoverability - Know How To Ask

Due to the massive storage capability of most electronic devices, the days of asking for
‘any & all' relevant documents are over. Therefore, it is essential that lawyers
understand the permissible scope of ES| discovery and the appropriate way to request
it, especially because there is currently only a single reported lllincis decision
concerning the discoverability of ESH Carlson v, Jerousek 2016 IL App (2d) 151248.
Importantly, in erder to understand and fully appreciate the hoiding in Carison, attorneys
must understand the 2014 amendments to the discovery rules as they relate to ESI.

) Supreme Court Rule 201(c)(3). Proportionality. The 2014 addition of a
proportionatity rule is included under the category of "prevention of abuse” and
s often the dispositive consideration with ES| requests. The court must
determine whether the likely burden or expense of the proposed ESI discovery
outweighs the lixely benefit. taking into account the amount in controversy,
resources of the parties, importance of the issues to the litigation & in resolving
the issues 1l.S.Ct. R 201(c)(3)(West 2014),

NOTE: The Committee Comments to this portion of the rule indude the following iist of
ESI categories that are typically considered nondiscoverable:

. Deleted, "slack " "fragmented” or unallocated data on hard drives;

Random access memory (“RAM”) or other ephemeral data;

On-line access data;

Data in metadata fields that are frequently updated automatically;

Backup data that is substantially duplicative of data accessible elsewhere;

Legacy data;

Information capable of retrieval absent substantial extra programming or

transforming it into another form before search & retrieval:

. Other forms of ESI whose preservation/production requires extraordinary
affirmative measures. /i1 S.Ct R. 201(c)(3). Committee Comments {(West
2014).

Significartly. the Carison court declared these categories  “presumptively
nondiscoverable.” /d. at 1] 49. As a result, any party requesting such information bears
the burden “to justify the making of an exception.” /d In an effort to provide guidance in
this regard, the appellate court cited with approval the following factors previously used
by the Colorado Supreme Court: 1) a compelling need for the information; 2) the
'nformation is not availabie from other sources: and 3) the requesting party is using the
least intrusive means to obtain the information. /g '

' Although the Appeliate Court cited these faclors with approval, it declined fo formally adopt the analysis
usedin Colurado, noting “VWe think that this argument is better directed fo cur supreme court ' 1d.

3




* Supreme Court Rule 214. Discovery of Documents, Objects &
Tangible Things — Inspection of Real Estate. Supreme Court Rule 214 was
aiso amended to specifically require a party's production of electronically stored
information (“ESI") as defined by Supreme Court Rule 201(b){4). Additionally,
the rule was further revised so as to require the producing party to organize
responsive documents “in a form or forms in which it is ordinarily maintained or
In a reasonably usable form or forms." II.S.Ct. R. 214(b)(West 2014).

CAUTION: Failure to organize requested documents consistent with the directive of
Rule 214(bj, or mixing nonresponsive documents with the requested documents,
‘constitutes a discovery abuse subject to sanctions under Rule 219." /L S.Ct. R 213,
Committee Comiments (West 2014).

» Relevance Trumps Privacy. Because parties are now requesting social
media content, more privacy objections are being raised. However, relevance
is the touchstone concept, not privacy. Although the discovery rules “are not
blind to...privacy interests” (Carison v. Jerousek, 2016 /L App (2d) 151248, 9§
31), not all “invasions" of privacy are forbidden. Instead, the lllinois constitution
only forbids unreasonable invasions of privacy. /d. at 35. As a result, a user's
designation of private content on an Internet site does not shield it from
discovery or make a request for access unreasonabie, because there is no
justifiable expectation of privacy in such a setting. In this context,
‘reasonableness s a function of relevance.” Kunkel v. Walton, 179 /il 2d 518,
538 (1997). Accord, Carlson, supra at § 37. Therefore, parties requesting an
opponent's social media information need to make a threshold showing of
relevance, which means a showing that the requested information is
reasonably calculated to lead to the discovery of admissible evidence. [d.
While this is a liberal standard, fishing expeditions are not allowed. Instead,
practitioners need to craft specific, and technologically sound, requests for
information that are consistent with lllinois’ amended rules of discovery. Even
though ES! makes vast amounts of data readily available, the rules "do not
permit the requesting party to [aimlessly] rummage through.. files for heipful
information.” [d. at 729

* Guidance From the Appellate Court. The absence of case law regarding
lllinois’ proportionality rule changed .n December 2016, when the Second
District decided Carlson v. Jerousek, 2016 IL App (2d) 151248. The case
involved a plaintiff injured in a motor vehicle accident who claimed personal
injuries, inciuding cognitive disabilities and loss of a normal life. As a result,
defendants propounded discovery requests for the following information:
~ Name, web address & user name for all blogs, online forums
& social networking websites to which plaintiff belonged
since the accident;
» Internet/email, telephone & cell phone providers;
Internet/email passwords & all login information;
~ Al ESI relating to the issues in the lawsuit;

v




~ Identification of any destroyed or deleted documents
responsive to the requests.

Because plaintiff worked as a senior computer analyst for Baxter Healthcare,
defendants also requested the opportunity to inspect any computers or
electronic devices he used. specifically including his work computer, in order to
assess his claims of cognitive impairment. Additionally, due to suspicion that
plaintiff may have researched symptoms of brain injury on the Internet,
defendants requested the opportunity to review his history of Internet searches
since the accident, “time stamps” for work-related tasks and metadata.
Defendants even requested information about the extent of plaintiff's computer
gaming and game scores

The trial court eventually ordered plaintiff to submit numerous computers,
Including a work computer owned by his employer, for forensic imaging, which
"would make a mirror copy. .of the entire contents of all of the hard drives” of
plaintiffs computers. Defendants proposed to then have their expert search all
hard drives, catalogue the results and prepare an executive summary of the
findings.

Not surprisingly, the Appellate Court reversed, finding that the trial court
abused its discretion because it failed to conduct the balancing test required
by the proportionality rule. Carlson, supra at || 69. Specifically, the Appellate
Court noted that lllinois rules contain “no provision allowing the requesting
party to conduct its own search of the responding party's files — regardless of
whether those files are physical or electronic.” /d. at 53. As a result, the order
for forensic imaging of plaintiffs computers was without legal support.
Nonetheless, the Court noted that ‘it is possible that such an inversion of
traditional discovery protocol might be appropriate in rare circumstances,”
such as cases where the computer itself is directly involved in the litigation or
where there has been a significant history of "demonstrated noncompiiance.”
Id. at 1] 55-56.

As for the scope of the discovery requests, the Appellate Court also criticized
the defendants’ lack of specificity.

Vi, Admissibility - Make Sure You Can Use What You Find

As a threshold matter, lawyers must remain cognizant of the difference between
computer-generated and computer-stored evidence because they have different
foundational requirements in order to be admissible. “Records directly generated by a
computer are admissible as representing the tangible resuit of the computer's internal
operations. In contrast, printouts of computer-stored records constitute statements
placed into the computer by out-of-court declarants and cannot be tested by cross-
examination and, therefore, are inadmissible absent an exception to the hearsay rule.”
Anderson v. Alberta-Culver USA, inc.. 337 Il App.3d 643, 667 (15 Dist., 2003).




Examples of computer-generated evidence include cell phane records, GPS receiver
records, data recorder readings (black boxes), flight recorder data, and billing data
generated instantaneously by a computer Afiano v. Sears, Roebuck & Co. 2015 IL App
(1%) 143367 fl 31. Because such records are not dependent on the observations or
reporting of 2 human deciarant, the evidentiary foundation only requires proof that the
recording device was accurate and operating properly when the evidence was created.
Bachman v. General Motors Corp., 332 11t App. 3d 760, 789 (4" Dist., 2002).

Admission of computer-stored evidence can occur pursuant to the business records
exception to the hearsay rule if the following foundational information is eficited: 1) the
electronic computing equipment is recognized as standard; 2) the input is entered in the
regular course of business reasonably ciose in time to the happening of the event
recorded: and 3) the foundational testimony establishes that the source of the
information, method and time of preparation indicate its trustworthiness and justifies its
admission. Afiano, supra. However, if the computer-stored evidence was produced by
human input obtained from original documents, the originals must be made available to
the oprosing party and the proponent of the documents must be able to provide
testimony about the facts contained within them from a comgetent witness who has
seen the onginals. /d NOTE: If the onginals have been destroyed by the party offering
the computer-stored version the latter will be deemed inadmissible unless the
pProponent can show that the destruction was accidental or done in good faith and
without intent ta prevent their use at trial. /d.

Lawyers must also be conversant with the relevant lllinois Rules of Evidence which
provide as follows:

» |li. R. Evid. 901. Requirement of Authentication or Identification

b) General Provision The requirement of authentication or identfication as a
condition precedent to admissibility is satisfied by evidence sufficient to
support a finding that the matter in question is what its proponent claims.

» |ll. R. Evid. 803. Hearsay Exceptions: Availability of Declarant Immaterial

(8) Records of Regularly Conducted Activity. A memorandum, report, record, or
data compilation, in any form, or acts, events. conditions, opinions, or
diagnoses, made al o~ near the time by, or from information transmitted by, a
person with knowledge, if kept in the course of a regularly conducted business
activity, and if it was the regular practice of that business activity to make the
memarandum, report, record or data compilation, all as shown by the testimony
of the custodian or other qualified witness, or by certification that complies with
Rule 902(11), unless the source of information or the method or circumstances
of preparation indicate lack of trustworthiness, but not including criminat cases
medical records. The term ‘business as used in this paragraph includes
business, institution, association, profession, occupation, and calling of every
kind, whether or not conducted for profit




* Silent Withess Rule

In the context of ESI, this rule is applicable where automatic devices such as
cameras or surveillance systems are involved. See, People v. Taylor 2011 IL
110067, 11 32. Pursuant to this rule, “a witness need not testify to the accuracy
of the image depicted in the photographic or videotape evidence if the accuracy
of the process that produced the evidence is established with an adequate
foundation.” Id.

The Hlinois Supreme Court approved the following “nonexclusive” factors when
determining whether an adequate foundation has been established for evidence
captured by automatic cameras or surveillance systems that produce
videotapes, CDs or DVDs:

1. The device's capabity for recording & general reliability;

2 Competency of the aperator:

3. Proper operation of ‘he device:

4. Showing the manner in which the recording was preserved (chain of
custedy),
Identification of the persans, locale or objects depicted; and
An explanation of any copying or duplication process. /d

» o

Notably, the llinois Supreme Court declared in Taylor supra, that requiring proof
that no aiterations, deletions or changes have been made when an original DVR
recording is copied to videotape is "overly restrictive” and that “a strict chain of
Cusitody is not necessary” if other factors demonstrate the recording’s
authenticity. /d. at 41-43. Such gaps merely go to the weight of the evidence, not
admissibility. /d. at 41

VIl lllinois Legislative Developments

On June 27, 2017, the lilinois iegislature passed the Geolgcation Privacy Protection Act
(HB 3449) It now awaits Governor Rauner’s signature. The original intent of the Act
was to protect data privacy by limiting the collection and disclosure of location data from
mobile devices by private entities. In final form, the Act requires notification to
consumers that their geolocation data is being collec'ed and used. Only a state's
attorney or the attorney general may sue violators pursuant to the existing Consumer
Fraud and Deceptive Business Practices Act. Under the Act, geolocation information is
defined as information generated by or derived from the operation of a mobile device
(smart phone, tablet, or laptop) that is sufficient to determine or infer the precise location
of the device. Significantly, it does not include the actual contents of any
communication. Several exceptions apply.

The lliinois legisiature also considered SB 1502, the Right to Know Act, which provides
that the operator of a commercial website or online service that collects personally
identifiable information about customers who use or visi! its site through the Internet
must notify them of its information sharing practices and provide the means by which




(emai. address or toll-free number) to enable customers to reguest the specific
information shared. The Act also provides a private cause of action to customers whose
rights are violated under the Act. On May 4. 2017, the Act received its third reading in
the Senate and was sent to the House. Although it received its second reading in the
House, it was re-referred to the Rules Committee on July 6 2017
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» ESI Client Questionnaire, by
Mr. Trent Walton.

e Sample Preservation Letter to
Client, by Mr. Trent Walton.

» Sample Stipulation & Order for
Social Media Collection and
Production, by Mr. Trent
Walton.

» Sample Expert Affidavit, by Mr.
Trent Walton.

e “A Whole New World Without
The Need For A Genie: Utilizing
Social Media Information in
Litigation,” by Mr. Gregory
Perez (reprinted with

permission).




ELECTRONICALLY STORED INFORMATION (“ESI™)

CLIENT QUESTIONNAIRE

: . Fmali Swstem(s)

t's Answers

W hat ¢-mail applrc.a ion does client emp.e \CLS Lurrenlly
| use (Outlook. Groupwise. [odora, Netscape. etc.)?

‘k ~ Are emails hosted by a provider or a server maintained by
¢ client?
} e [l hosted by pravider please provide name?

o [l imaintained by ciicnt, which email server

‘ program 1s used? (e.g. Microsott Fxehange 2012)

—_ e

; Where are the servers located? f (_)I]SllL’ or Oftsite)

- Does the e-mail system have an autormatic deletion
| tunctton?
! o II'so. please provide addivonal information how it
5 selup.

'W here are archived e-mails stored? (e.g. Personal tolders
!or or users are stored on their computer within a PST)

[ " Does the clicnl have a documented emait hdckup policy?
* Iiso how long has it been in place?

I3. Word Processing Documents / Sprcadsheets / Prescntatmns / Efe.

b = - — _
What scfiware applications do employees retevant o this
i lawsuit use” (e.g., Microsofl Office. AutoCad?)

(“E-d ocs™)

|

| I Where do employecs store e-does? (e, g.. network scrvers.
‘ personal drive. shared drive, hard drive. portable media?)

— -

! Where is/are the named server(s) have rzlevant data
‘ \to ed?
* List server name and type of data 1hat is stored.

|
_—

—_— .

ITow is it tha £-docs are backed up?
How otten is this/these server(s) backed up?

o
e Where s tae backup medium stored”




fF D.

]

¢ Canthe de]\llp medium be restored >0]e[\ for |

‘ certain custodians? ‘ J

| e llow long are backups kept? | ]
. is this practice documented in a policy? .

S . ] ! ]

Database Systems J

| Dues clien: have document mdna”ement or pm]ccl '

tracking sollware in place?

» [fs0. what arc the names of euch softwarc” J

- When was cach one put into place? ; i

\,\ hat software does the client use {0 manage finances? T i
¢ Ifso whatis the name of the software? "

When swas it put into place? | ;

J |

Legacy Systems ,

| .

_] Has the client used other applications or back- up systems

“ in the past {i.e. legacy svstems)?

If there was as another back- -up sy stem in use and therc i3

\
- still information refevant to those documents. the same

" questions above need 1o be answered for the lepacy
‘ svstem(s:

- Text Messages

| Does the chent use text messaging”?

.

o Ifves. what device and soltware application
does the client use?

Are msmnt ;messages C]EL[]‘O[’HL:I“\ stored’”’
It ves. where?

‘ .
»  Forirow long?

Are there dekup\ of instant messaées?

J » Ifyes. are these tull backups or partia! backups?

Vmcc-M'ul Messages

V» hat \UIL': mail s ysiem does the client Um

“Can an emplmcb save voice-mail messages i this
system?
* It ves. where are those saved voiee-mail
messages stored?

I)oes the voice-mail systen create files tor cach




| voice-mail mcssage‘? (e.g., L wav ﬂles)

Do cmplo»ccs access the client’s e-docs or e-mails from
| lome computers or other non-company computers’
* [f ves. issucha practice documented in a

|

|
%G. ()ther Sources of lnformatlon / Rcmote Informatmn
— I
L puliy? l

Do cmpiomm store information in portable devices. like .
' CDs. DVDs or USB ({lash) drives? |

e e

H. Forensnc Analyms

1




SAMPLE PRESERVATION LETTER TO CLIENT WITI ESI QUESTIONNAIRE
[DATE] . 201

|CLIENT. ADDRESS]

Re: Asorney Client Communication Privileged and
Contidential
(CAPTION OF LAWSUIT OR INVESTIGATION)

Dear [NAME OF CLIENTY:

In light of the [potential. pending] titigation m the [deseribed matter|. we are sending vou
this letter to remind you that vou must preserve all information that could reasonably be
percerved as relevant ta the dispute. You must preserve the relevant information regardless of
whether it s a paper document or stored in electroni formal

Youare only required 1o keep intormation retevant to this dispute and ereated between
[Relevant Time Period]. We should discuss the eategories of documents relevant to this dispute
ard the emplovees who are likely ta have such documents.

In our expericnce. clients most often encounter ditficulties in preserving electronie
information. such as enails, tex1 messages. word processing documents. spreadsheets. databases.
electroniv calendars, telephoue logs. voice- mails. back-up tapes. and otlier back-up media. In
Most cases. electronic tudormation will ‘orm the butk of the informatian you have relevant to a
dispute. Not surprisingly then. electronic infurmation will also cause the greatest problems for
vou during the exchange of discavery.

Animportant step we recomiend vou take to help avoid these problems is to contact the
mdividuals responsible for your internal information technology. You should coocdinate with
them to immediately suspend deletion, overwriting and any other possible destruction af
efectronic information, i particular any so:t of back-up systems. You should also consult with
them 1o determine where relevant inforniation is stored. how much informatian might exist and
how te preserve it For example. you should immediately determine the back-up systems you
used during the refevant time periad to this dispute and the Leasihility of restaring the
information contained im those systems

We advise you circulate the attached litigation hold to all vour cimployces likely to have
relevant tnformation. We also supgest vou scheduie regular circulations o' the litigation hoid and
develop a syslem for ensuring that its recipients drc complving with it

Attacted to this letter 1s a list of questions that will need to be filled out for our records.
The consequences for faiting 1o abide by electronic prescrvatinn policies are severe.

Hopefully. by taking thesc steps. we can reduce the risks presented by fatling 1o preserve
documents relevant to this matter




Plcase contact me so we can discuss these issues,

Sincerely,
[ATTORNEY]
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Piainttff vt (PLAINTIFL™) and Defendant (the “DEFENDANT™)

aerchy stipulate and agree that the fellowing terms will govern the discuvery of

ectronically stored information in connection with the DEFENDANT®s _ set of
Requests tor Production of Documenis served in the above-captioned action,

18 DEFINITIONS

A “Electronically stored mformation™ or “ESIL" as used herein, means and
refers 10 electronically stored information. including potentially relevan: information
stored electronicatly. magnetically, vpiically or in other vomputer-readable format.

B “Native file” means wad refers to the original tormal of a type of ESI in
which sucl information was embodivd at the time it was created by its corresponding
sottware application

C. “Metadata” means and refers to:

I information embedded v a native file thal is not ordinarily
viewabie or prnintable from the applicaiion that generated. edited, or modified sueh native
e and
2 informarion percrated automatically by the operation of a
coniputer o other information technology system when a native file fs created. modificd.
transmiited. deleted or otherwise maniputated by a user ot such system.

0D “Documents” inctudes all data stored 1n a Social Media account electronic

form.

IL MEET AND CONFER EFFOR1TS
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<T1il in Here>

HI. SEARCH PROCESS

Al Scope of ESL.
PLAINTIFE will provide the DEFENDANT s Vendor with access to PLAINTIIF

Social Mcdia account by supplving the username and password for each account. All
Sceial Media data available through the APLwill be collected by a forensic expert using a
qual:tied forensic sottware tool.

B Key Custodians.

The parties agree shat the following is an uutial list of key custodians tor whom
Social Media accounts will be targeted to identity ESI comaining patentrally responsive
Docuiments:
| <Custocdian Nuame>;
The parties wiil meet and confer a3 to subsequent hists af additional custadians. if
any

. Collection Process and Scope.

The parties and Vendor will coaperate in arranging a time for Vendor o access
PLAINTIFF Sacial media accounts. which wili he scheduled to oceur within 10 days of
the execution of this Supulation. At the ume agreed upon by the parties. the Vendor will

colleet all available data from the accounts. (“Recovered Documeats™). Defendants will

bear the cost of this furensic collection. Upon completion of the forensic collection

process ol PLAINTHFT Soc:al Media aceounts the Vendor will format the 1251 10 a format
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that can be more easily reviewed and tracked by all parties.
D. Privilege and Confidentiality Review and Time Period.
1. Procedure: Follewing the completion of formatting of

PLAINTIE collected ESI the Vendor wil assign unique document identification
numvers ("DaoclDs”) to each Recovered Document (e g, cach message string. wall post,
pacto. ete.) and native file. The Vendor also will extract Metadata and full text for each
Dacument and prepare « oad file containimg DoclDs. Metadata. full text, and native files
m a platform of PLAINTIFT choice 1o review the Recavered Documents for privilege
and’or cantidentiality. The load file will be hosted on a document management platform
maintamed by the Vendor ta which PLAINTIFE will have immediate and exclusive
access for 20 days. PLAINTIE will be responsible for paying any lees and/or costs 1o
the Vendor relating to PLAINTIFY review of the Recovered Documents for privilege
and/or contidentiality.,

Subject vnly ta any extensions agreed upen by the parties. PLAINTIFF will have
20 days 1rom the date the Vendor lirst gives PLAINTIFF access to the Recovered
Documents to provide the Vendor a list of DoclDs of the Documents that PLAINTIFF
contend  are  subject 1o the attornev-client privilege (“Withheld Document(s)™).
PLAINTIFF will also have 20 days from the dale they are first given access to the
Recovered Documents 10 provide the DEFENDANT o detwiled log identifying the
Withhetd Documents. whether completely withheld or redacted for privilege. The log

will include DoclDs. including DoclDs for any and all attac hments. il any, the legal basis
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for withholding the Withheld Document, as well as agreed upon Metadata fields for each
Withheld Document, for example: DaleCreated. CreatedBy, etc. Any challenges to the
production and/or the privilege log will be subject to meet and confer requirements
berween the parties” consistent with the STATYE Code of Civil Procedure.

At the expiratton of PLAINTILL 20-day review period, or any extension agreed 1o
by the parties, the Vendor will prepaie a load file of the Recovered Documents, excluding
the Wathheld Documents or relevant portions thereot, for the DEFENDANT containing
DoclDs. Metadata. full text, and native files of the Recovered Documents in a platform of
the DEFTENDANT s choice as well as the Metadata only of the Documents withheid for
privilege. 1f PLAINTIFF do not provide the Vendor with a iist identifying the Withheld
Documents by the 20" day afier recelving aceess 1o the Recovered Documents or without
an agreement 1o extend the review deadiine. then the Vendor iay immediately provide
the DEFENDANT access to the Recovercd Documents without redaction and/or
madification and without further notice.

While PLAINTIFF are pertorming iheir privilege review. the Vendor will be
directed nol w0 discuss any of the Recovered Documents with the DEFENDANT or its
attorneys  In addition, the Vendor will not disclose the nature of the Withheld
Documents identified by PLAINTIFE 1o the DEFFNDANT, its attorzieys, or anvone clse.
and will not be made to tesiily as 1o the content or nature of any Withheld Documents
uniess apreed upon the by parties or ordered to do so by the Court.

2. Confidentiality Agreement:  The parties recognize that the
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Recovered Documents muy include business records and other material claimed by
PLAINTIFI to contain trade secrct. confidential. or proprietary information that should
not be disclosed. except 1 a highly restricted manner. The parties turther recognize that
PLAINTIIE are cngaged in proprietary activities which could be jeopardized if non-
public frmancial data. infurmation (cchnology data. business strategics, produet or
operational inforntation. or other highly sensitin e confidential information or dacuments
were disclosed poblicly.

(a) Defimtion: The parties agree thal, for the purposes of the
review of the Recovered Documents. “Contidential® means any information which
betangs o PLAINTIFF, who believe in good tuith that the disclosure af sueh information
would create @ substantial risk of serous finencial or other injury as a result of the
disclosure of proprietary infanmation that canret e avaided by less restrictive means.

(b) Designatian;  PLAINTIFE  must  identity  only  those
Documents that are Confidental as deserived above in section [1.D.2.a (~"Confidential
Document™) and provide the Vendor witli a list of these Confidential Documents by
DoclDs  The Veador will then atfix the legeud “Confidential™ on each page of any
Confidential  Dacument containing  such designated Confidential material The
madvertent failure of PLAINTIFF to identify a Document as “Confidentiul™ shall be
without prejudice o any claim thar such Document is “Confidemial” and PLAINTIFF
shall not be held to have waived any rights by such inadvertent production.

in the ¢vent that the DEFENDANT objects to a ~Confidential™ designation, it
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shall advise counse!l for the PLAINTIFF. m wiiting, of such objections. the specilic
Document identified by DoclDs, and the reasons for such objections. Counsel for
PLAINTIFE shall have 13 days from receipt of the DEFENDANT s objections to either
(a) agree i writing to de-designate the Confudential Document(s) or ¢{b) file a motion
with the Court sceking to uphold any or all destgnations of the Confidential Documents.
Pending a resolution of this moton by the Courl, all existing designations on the
Confidential Documents shull remain in place. PLAINTIFF shall have the burden on any
motion of establishing the applicability of their “Conlfidential™ designation. In the event
that the designation objections are not timely addressed by PLAINTIFE. then such
Confidential Documents shall be de-designated.

In addition, ot PLAINTIFEF ase Coanfidential Documents i a non-Confidential

manuer. then the "Confidential™ designation no fonger applies.

{¢) Treatmen: ol Conlidential Documents:  Access to and/or

disctosurce of Cenfidentiat Docwments shall be permitted only to the following persons:

i) Attornevs  of record in the Action and  their
alfiliated attorneys. paralegals. and clerical and secretarial stalt cmployed by such
attorneys who arc actively involved in the Action:

{i1) fn-house counsel to the Partics and the paralegal,
and clericai and secretarial st empioved by such counsel;

(1if)  Those afticers. directors, partners.  members,

emiploycees and agents af the Parties that counsel for such Parties deems necessary to aid
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counsel in the prosecution and defense of this Action: provided, however. that prior to the
disciosure of Coniidential Documents 1o any such oflicer, director. partner. member.
employee or ageni. counsel for the Parly making the disclosure shall deliver a copy of
this Stpulation and Order to such person and shall explain that such person is beund to
toitew the terms ot such Order:

(1v) Court  reporters  in this  Action  (whether at
depositions. hearings. or any other proceeding):

(v) Any deposition, tial or hearing witness in the
Action who previousiy has had access o the Confidential Documents. or who (s currently
0r was previously an officer, dircetor. partner. member, employee or agent of ar entity
that has had access 1o the Cantidential Dacuments:

(vi)  Any deposition or non-trial hearing witness in the
Action who previously did not bave access 1o the Confidential Documents; provided,
however. that each such witness given dccess te Confidential Documents shall be advised
that suct: Documents are being disctosed purskant o. and are subjeet to. the terms of this
Stipulation and Order and that they may not be disclosed other than pursuant to its terms;

(vi)  Mock jurv participants, provided, however. that
prior to hemg given access io Confidential Documents cach mock jury participant shall
be acvised that such Documents are being disclosed pursuant 1o, and are subject to. the
terms of this Stipulation and Order and that they may not be disclosed other than pursuant

10 1ty terms: and
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(viii)  Outside experts or expert consultants consulted by
ine Parites or their counse! i connection wiik the Action, whether or not retained to
testily at any oral hearing: provided. however. that prior 1o the disclosure of Confidential
Dacuments to any such experl or expert consulant, counsel far the Party making the
disclosure shall deliver a copy of this Stipulation and Order to such person, shall explain
its terms o such person. and shali sccure any such expert or expert consuitant’s
agreement to be bound by the terms of this Stipulation and Order.

Conlidential Documents shali be used by the persons receiving them only for the
purposes of preparing (or. conducting. participaiing in the conduct vf. and/or prosecuting
andsor detending the Action. and not {or any business or other purpose whatsocver.

I3 he DEFENDANT receives o subpoena or other process ('Subpoena”) [rom any
aher person or enlity demanding production of Confidentiat  Documents, the
DEFENDANT shall promptly give notice of the samic by electronic mail transmission,
toliowed by either express mail or overnight delivery W counsel tor PLAINTIFE, and
shall furnish counsel with a copy of the Subpocna. PLAINTIFF may then, in their sole
discretion and at their own cost, move to quash or limit the Subpoena, otherwise oppose
production of the Confidential ocuments, and/or seek o obtain confidential treatment of
such Confidential Documents from the subpoenaing person or entity in any manner
available under law. The DEFENDANT may not produce any Canfidential Documents
pursuant 1o the Subpoena prior to the dute specificd for production on the Subpoena.

Where any Confidential Documents are included in any motion or other
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proceeding. including discovery motions or proceedings. the Parttes shall follow STATE
Rules of Court. rives {xxxxx].

‘[he Parties agree that the Conlidentiality provision of this Stipulation and Order
shall continue 10 be binding after the conclusion of this Action and all subsequent
proceedings arising from this Action lo the extent permitted by law, the Court shall
retan jurisdiction o enforce. modify. or recensider the Confidentiality provision ot this
Stipu.ation, even after the Action is wermimated.

Inadvertently Produced Materials. In recognition of the timeframe of PLAINTIFF
review and potential scope of production, it 1s possible that some privileged decuments
may e produeed tmadvertently. The parties agree that inags ertent produstion of
priviteged information or Documents shatl not be deemed a waiver 11 whole or in part of
PLAINTIFF clatm of privilege. PLAINTIFTF shall be entitled to “claw back™ any such
privtleged Docwnents or information wadvertently produced as part of the Recovered
Documents, itthe DEFENDANT reascnably believes it received potentially privileped
documents. it will provide PLAINTIFE prompt netice of (he inadvertent production and
destroy all copies of the privileged intormation or documents. including the eleetronic

Copy.




AMERICAN ARBITRATION ASSOCIATION
CASE NO, <enemenee
[CLAIMANT],

Claymant.

[RESPONDENT]

Respondent.

AFFIDAVIT OF TRENT WALTON

STATE OF COLORADO
CITY AND COUNTY OF DENVER

TRENT WALTON. being duly sworn, deposes and states as follows:

i. [ am over the age of 18, competent to provide this affidavit in all respects and the
statements contained herein are based upon my personal knowledge.  The contents of this
aftidavit are truc and accurate to the best ot my krowledge.

2 [ am the National Director of Legal Technology at U.S. Fegal Support, a litigation
support company that provices litigation services to major insurance companies, corporations
and law [irms nationwide. | am knowledgeable in complicated discovery matters, such as cloud
computing, computer torensics. clectronic data discovery, mernal investigations and hosted
documen: review.

3. In my role as National Dircetor of Legal Technology. T advise corporations and

law firms regarding projects ranging from complicaled large-scale data preservation and internal




nvestigations. to customized technologival salutions. | have cxperience In executing projects

mvo.ving data collection, processing and analysis of massive amounts of data.

4. L armn currently assisting Responden: JRESPONDENT| (*[RSPDT| "} in the above-
captioned arbitration procecding with the management of electronically stored information
relating Lo discovery in the abave-refercaced matter.

A Qverview of Electronic Data Discovery

3 “Eleetrontcally stored informaton”™ or "ESL™ means electronically stored data,
including potentially refevant information stored clectronicaily, magnetically, optically or in
other computer-readable formiat One conmmon form of ESTis email.

6 Electranie Daia Discovery or "EDD™ is the orocessing and management of
evidentiary documents stored in clectronic form ito a usable sub-set for dacument review and
production. Que weay to conceprualtize ©DD 15 as w proeess that funnels information from the
widest or broadest universe to ane or mwe smaller. 1ore narrow subsets of the same data. The
EDD process typically. and in this case in particular, starts with a voluminous set of manually
unmanageas.e data, which, through use of various EDD 1ools, allows the data to be reduced
down (0 a manageable set of more precise. responsive and non-privileged documents to produce

tn the case  The following illustration generally depicts the process,




“Funncling™ Stages of EDHD

Collection

Natwe Filg and Forensic
Collections from Cuslodians

l filtering by date, file type,
custodian, source , keywords

- |
Culling/Pre-processing |-

Agditional searches as :
cess ]
necessary f Processing jl
Reveal Hosted Review Platform: ey ) J |
Responsiveness, and Privilege Review ' i I Review =
4 N
i : ;
Standard Proguction Formats and | W r Production i
Automated Privilege Log Genesation ‘ )
7 Collection: In order to identity ST for production and usc. the data must first be

collected lrom the custodian, ESIis typically coilected from the custodian in Nauve file format.
“Nabve flle” means the original format of a tvpe of ESI in which such intormation was
embodicd at the time it svas created by its corresponding soltware application.  Stated anether
wav. a Native tile format reters 1o the delault hife formatl that an application uses to create or
save files. ln order to view a Native (tle. the user must have the software application that the
l1le has been fonnatted Lo.

8. Culling/Pre-Processing:  re-processing is also referred 10 as culling and s the
next step after colicction of ESI. During pre-provessing, one can filter and search the data by
eywords, domains, custodians, dates and other eriteria. This is a very ctticient way to vastly
reduce the anmount of dala that is processed and ultimately reviewed, in order to reduce costs of

TCVICW,

4




9 Processing: Next. processing takes the data from a somewhat raw stage through

the de-duplicating. Optical Character Recognition (OCR™) staging for native or Tagged Image
File Formal.("tift™) reviews and ather processes to get the data ready for review. Through
process:ng. the universe of data is further narvowed to only that remaining data that requires
attorney review prior to production.  For exawmple, during processing. {hé files trom the
custadians can go through clecironic deduplication.  Where, as n [RSPDT}'s case, therc are
multipte @ailboxes. cach having its own user and each being an email “custodian”, many
custodians will have one or more copies ol their own emails in question, which through this
process, oniy need be reviewed once. Romoval of duplicate tiles 1s one of the biggest time and
cost savers ol the processing stage,

20 Review, Nexl. the processed data is loaded into an electronic document review
plattorm. LS. Legal Support recommiends an online electronic document review plattorm from
Reveal Software. Reveal supports sophisticated scarches, tamily and threaded documents,
tauping, foldering. redactions ol privileged material, document assignments and a wealth of
other toals 10 organize and speed the review process. “Tagging™ is a feature offered in Reveal,
and most other EDD review soflware that altows a user to add a code or “tag” te a document
atter reviewing it in order to dictate further treatment of the document. Common tags are:
“responsive’. “non-respensive” and Thrivtleged”. Through the use of tagging. prnivilege logs
can be generated automaticatly froim Reveal, which automates a time consuming and
burdensome process, cspecially in cases where there are a large volume of privileged
documents.  Tagging and foldering further lacilitates the efficient. and mostly automated,
creation of documient mdexes. wmelines. and other tools titigators commonty use lo prepare

their casze, as compared to the traditional manual techiniques.




I Production. When the review is complete, praduction tiles are created through a

near automated process based on the tags placed by the reviewing attorney or her statf. for
production to opposing counsel. in the format requested by opposing counsel.  Many large
{irms thesc davs license their own in-house EDD reviewing software, such as Concordance ot
Summation, or use a 3™ party provider to host their data in an online review system, for
example Relativity or Revea! InControl. Load liles for that software can be extracted from
Reveal in order 1o give the opposing cotnsel similar functionality to Reveal when reviewing the
documents tor their purposes. For [irms without jn-house document review sofiware. a Reveal
user license can be nurchascd on 2 montii-lo-montk basis, which allows for the potential of cost-
sharing of the online review platform by opposing parties. lor those atiorneys not comfortable
with using document reviewing platferms, we can praduce files from Reveal in FDF file format
with Bates labeling o1 each page t0 serve as a document identifier. “PDF” is a ftle formal that
captures all the elements of a printed Jocument as an elecuronic image that you czn view.
pavigate. print or forward. It is distinct trom a Native file, and in order to produce a document
in PDF file format. an clectranic conversion of the file must be performed by using a separate
software application.
B. |RSPDT[’s ESI and EDD Issucs

12

Coltection of [RSPDT] Emait Data. Tere, [ wnderstand that in order to facilitate
the discovery response process. [RSPDT] s third party email host was instructed, with the help
of [RSPDT's internal IT department. to extract cmail files from certain [RSPDT] email
custodians. and on July 1. 2016, [RSPOT! forwarded to U.S. Legal Support ESI that totaled

approsimately 18] gigabyies ("GB7) of FSI. In addition. another approximately 15 GB of




additjunal les from taptops that {CLAIMANT] used during his emplovment. as well as cmat
files from [LAWFEIRM 1] have been provided ta US. Legal Support.

13 Fhave reviewed portions ol the data provided by [RSPDT| which includes Native
file ematl documents in the form of pst files. and their altachments (if any). also in Native
format as applicable.

0. The approximately 196 G consists of decuments includes trom the tollowing
email account users or “Custodians™ at IRSPDT| and [LAWTFIRM?1 |:

1 [CLAIMANT]

21 |CUSTODIANOT]
3 JCUSTODIANO2)
4

5 As a first step m the culling, date filters were applied to all custodian files of
January 10 2013 thraugh the present. based on [CLAIMANT[ hire date with [RSPDT], as
requested by its counsel.  Alter this date filier was applied, roughly 20GB and 173,000
docurments remained in JCLAIMANTG email files alone.

1o, For the remaimag custodians. this ‘eft 150 GB and 626.000 scparale documents
(not pages,

[7 Based on averape industev estimied review times. the ratc of review for
electronic review, such as through Reveal. ts approaimately 73 logical documents per hour.

.3 This is contrasted to the average estimated “paper” or PDF rate of review is
approximaiely 30 lugical documents per hour,

19 From my experience the ascrage logical document contains 2.5 pages.




20 Thus. without turther culling bevond the current date Gliering beyvond
approxmimate date of hire. such as application o) scarch tcrms, review of the [SI provided by
‘RSPDT] would take approximately 101,633 hours assuming that the eiectronic review platform
was used. or appraximately 26.633 henrs 1f reviewed in paper or PDF format. Based on my

expuerience. this amount of data would amount to approximately 2 million pages.

21 [ addition. U.S. Legal Support sas requested (o run the following scarches of

certain [RSPDT| custodians email accounts in our culling software with the following results:

Search |:

Date Range:12/27/15 - 12/28/15

Custadians: [CUSTODIANOI], |CUSTODIANO2], [CUSTODIANO3]

Results: 565 documents (not pages); 519 documents after deduplication performed

Search 2

Dawe Range: /1713 - 12/28/15

Custodians: JCUSTODIANOL], [CUSTODIANO2], [CUSTODIANO3]

Scarch terms: *TermO1” or “Term{}2”

Resuits: 26,277 documents (not pages); 7,680 documents after deduplieation

performed




. Costs of EDD

22 The following is a breakdown of the costs associated with this project. Based on
my knowledge. experience and training. they are comparable with standard industry charges for
the 1ype of service previded.

Project Setup I'ee: Waived
o Setup includes. but is not limited to. all adnunistrative functions pertormed al project
commencement. miedia intake, chain of custody reporung and all other standard reports.

configuration of soitware” hardwere and environment setup.

Data Culling and Processing:

s [muails which were cotlected are then ingested mto LexisNexis Early Data Analyzer
(F.DA) application. EDA has the abtlity o de-duplicate. keyword search. date fiiter,
criatl domain filter and filetype fiter,

= SXXGH = 54,900

Online Document Review Platform: (InControl by Reveal)

Hosted Database setup lee: Waived
«  Native Tile Processing: Export keyword responsive and date (iltered (culled) data for use in
Reveal

e SXXX/GB - TBD

«  Monthly Online Data [osting Fee
o SNX per GB Y month =TBD

= User Fees
o EXX peruser/ month

Productivon Raics:

- Native 1o [IFF Conversion for Production (Requires Native File Processing)
e SXXX per GB=TBD

*  Image Branding/Electronic Bates Sunmping
o  SXXX per page =1TBD

Consultng/ Teeh Time




= Techncal Formatung and Project Management
¢  SXXX per hour =“TBD

+ Consulting and Expert Withess Fees
e XXX per howr=TBD

Thus, without further calling, in order to load the approximately 170 GB of ESI
intv Reveal for review, production ond generation of privilege logs and indexes
and sinilar items, the initial cost alone wouid be 342,500, not including
monthly hosting fees, and not including any attorney or staff review time.

D. Conclusion
23 Given the veluminous ESI at issue as describe above, and based my education,
experience and training in electronic discovery. use of the EDD process tor [RSPDTs review
and production of its ESI, has numerous benetits as compared to manual review of the [ESt. In
summary stich benetits include:

a. cost savings ol more efficient review, automated privilege logs and indexes;

b revicw by the attorneys and their stalt. rather than the party.

¢ potential Tor input and cost suvings by apposing party;

d. accuracy ol review:

o avoidance ol unintentional alweration ol original documcnts;

f. preventing duplication ol work on same or near-same docuiments;
v assessiment of review casts before sturt of initial review.,
24 [n contrast. to the ERD procedures. a “manual” search and review of [RSPDT]'s

ESI for even the two exampie scarches above. would involve having cach of the users
attempting te search their own voluminoos matlbox folders for responsive emails and then
forwarding duplicative resulls to [RSPDT s attorney for review by the attorneys or their staft.

for responsiveness. privilege. and then manual conversion trom Native format to PDF, and




Bates labeling prior w production 10 opposing counsel, followed by a manual creation of a

privilege tog and manuai creation of document mdexcs.

)
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A WHOLE NEW WORLD WITHOUT
THE NEED FOR A GENIE:
UTILIZING SOCIAL MEDIA
INFORMATHION IN LITIGATION

By:; GRIGORY PLRES
BROCK PIRSON GUERRA REYNA
SAN ANTONIO, TExAS!

I INTRODUCTION

nothe tade ol Aladdin,  Aladdin
needed the heip of the infamous Genic and
three wishes in order to capture Princess
Jasmine’s heart. Untorunalely, as attorney s,
we are not given three wishes before cvory
trial that allow us to capture the hearts 0! the
Jury. But what if we were able toe take the
jury on a tinagie carpet rnide” of evidenee and
show them ¢ "Whole New World™ of scawl
media intormation to win their hearts and
minds (¢ our cause. All it takes is a litle
social mwedia investigatian to lind a waaith
of information which could intluence the
vase from start to finish,

As methods of communication and
mrormation cvolve over lime. attorneys
would be wise to evalve their fitigation
practices with thenm Therefore. this article
wifl expiain where to locate sociaf niedin
information. discuss how to obtain and use
this evidence In  pre-litigation  through
discovery, and tinajlv. address how to utihze
this evidence at trial.

Il. The ‘Whole New World:®
Social Media Platforms

In the world of litiganon, a parics’
social media profile can be priceless to a
trial astorney. llowever, uniike the treasure
m Aladdin’s wle. this wealth of knowledge

P Gregory Perez is an Associale a1 Brock Person
Guerrz Reyaa, P.Coin San Antomo. Tesas Hlis
practice s mainiy focused m st and [iird Parts
tnsarance liviginen

is not locked away in somc inaccessible
cave, [n fuct. this information may be casier
to access than some attornceys realize.

So you may be asking yourself:
where can | find this potential wealth of
information? The answer: it may only be a
click away. posted publically for the entire
world to see, or privately for “fellawers”
and “lriends™ to enjoy. Whatever the social
media  wmethod, Courts  are  generally
allowing parties to utilize social media
information alf the way thraugh trial *

From 2010 to 2015, the total number
of social media users wortdwide more than
doubled, from 970 million to 2.14 bithon
neaple.’ As of January 2017, there were 2.8
b:llton active social media users worldwide,
and it's estimated that number will rise to
293 billion in 20207 Faccbook alone has
1.9 billion unique monthly users and 75% of
users spend 20 minules ar more on
Faccbook every day.”  Millennials and
Generationn X usecrs,  which  encompass
individuals ages 18-49, spend an estimated
seven hours per weck on social media.”
However, Facebvok is not the only social
medha  platform an atlorney  can aceess.
Twitter.  instagram, YouTlube. Pinterest,
l.inkedIn, and Snapchat arc just a few of the

"See ¢ g Beth €. Bogps & Misty |, Edwards,
Does What Happens an Facebook Stay on
focebook? Discovery, Admissibifip, Etfiies, and
Saced Media. 98 111 B J. 366, 367 (2010).

" Number of Sociol Media Lvers Waorldwide from
2000 de 2001 STATIST A THE STANISTICS PURTAL
(2017).

hitps - wawiv.stzlista.cont 'statistics/2784 [ number-
ulwerldwide-social-network -users’.

1.

" Andrew Huichinson. Tap Suciof Netwark
Demographics 2017 {{ofographic/. SOCIAL MEDIA
Tuiay (March 21,2017,

http:/fwww socialmediatoday.com/social -
vetworks/ lap-social-new ork-demographics-2017-
Iographic,

i




hundreds of platforms that people use w0
share the s ang outs af thew daily lives.
With the rise of Miliennials and Generation
X. social niedia information is only going t©
become more and more prevalent.

While an atterney has the ability Lo
perform o search  on each  individual
platform. sites such as Spokcocom and
Pipl.eont, which  are social netwerk
aggregator sites, accumulate data concerning
individuals from a variety of online und
otfline souwrces. Any atorney who possesses
an  individual’s e-mail  address  can
immediately identity any and all sociud
media vrofiles opened by that  e-muail
address. This is wmportant to remember. as
all social media platforms require an c-mail
address 10 set up an account.

11§ Social Media Information o
Pre-Litigation

Wilh  the growing number  of

individuals on secial mecia. a practice [
have adopted while working up a case i3
performing a social :nedia search on ull
itigants as soon as the case hits my desk.
This practice should be mplemenied by ull
trial lawyers. as the mformation posted on
sociul media platforms at the beginning of a
case can be imperative (o building a detense.
[t is not uncommon {or infonmation o
become more difficult 10 find as a casc
trucks vn. and as oppesing counscl 15 made
aware of what is on their client's pages.

As a Uvoung atturney,” and onc that
also utilizes sccial media plattorms  for
persenai use. | am able to run these scarches
in hHttle e no ume. Howcever, 1 also
appreciate this can seem fareign to attormeys
net  as  fannbar  with  laese  platforms,
Therefore, it 1s important lo note that
runaing theses scarches 14 samething as) i
can o, As o matter ol practice. a senior

partner in my finm has delegated this task to
his paralegal, but this is something that can
be done by any member or your support
staff, or summer law clerks. Find someone
well-versed in social micdia (0 monitor it —in
anticipation of litigation, lawyers shoutd, at
4 minimum. conduct social media rescarch
on the potential parties, oppesing counsel,
and polential withesses.

An investigating lawyer shouid scck
out as much relevant, public social media
content as possible, in part because it can
:orm the basis for disclosure of nen-public
i:fonmation. Converscly, counsel should try
o protect their own client’s social media
content from an adversary by maximizing
the client’s privacy settings. Most social
media platforms contain privacy setlings
which enable or limit who can see the
information.

Some of vou may be thinking, Is
viewing a itigant’s sccial media profile
cthical?” The answer is YES. as long as an
atlorney does not engage in deception. Many
state and cily bar associations have issued
ethical guidelines and opiniuns en  the
appropriale ways lo aceess social media
content, Most of these rules stem1 from the
hasic prohibition on directly or indirectly
contacting a represented paity. absent
consent [tom that party’s lawyer.

Generally, a lawyer investigaling a
SE
[y May access the public portions af
a parly’s or witness’s social
media  account. regardless  of
whether or nol the party or
witrness is represented,

2) May not access private or non-
public portions of a represented

T Npe Mot Rt 6s oF PROF'L CONDUCT R 4.2




parly’s or witness's social media
account if the lawver is required
w “friend” or cfollow™  the
account or account uscr.

Mav  “friend™ or “follow” an
unrepresented party or a wilness
o1 social media 1f the lawser
does not engage n decepinve
behavior,

)
p—

Social media content has typiealiy
been decmed public 1 the imformation s
“availaole ¢ anyone viewing a social mecia
nctwoerk without the need {or permission
from the person whose account is being
viewed.” including “content available to all
members of a social media network and
content  Lhat s accessible  withow
authorization to non-members. ™

Ulomately.  the  investgation ol

social media content n pre-litigation cin be
high'y effective to help develop a case,
frfame potential causes of action, or resohve o
dispute  before  reachmp  full-blown

discavery. $3v way ol example. a couple of

months ago. 1 received a pre-iitigaton
matter from a client in which a claimant wax
making a claim for personal mijaries as te
resull of a vall. These mjurics meluded hip
pain and the mability to put weight on the
claimant's legs. Following the receipt ot thns
e, b oquickly performed a sowal medial
search on Instagram and Faccbook. using
only the ciaunmant’s namve. Sorprisingly. the

*See Mark A Bermar, lgnatins A Grande. & Ronald
o ledges. Socied Wedia Edvics Guidelines of the
Cuavpercial wid ederal Litrgation Section, NiW
YORK STATF Bar ASS™s Mav 11, 2017, at A-4Z.
avanlabie ar

httpswoww nvsba orgfsociaimediaguidelines 174 see
also Commitlee on Professional Ethics. Opinion No
843, New York State Bar Associaiion. Sept. 10,
2000, ovadiabiv o

hitaiwway pvebaorg/Custom Templates Contend osp
T 162.

claimant’s Instagram profile was public, and
[ was able 10 immediately locate valuable
informatian: a time-stamped photograph.
three wecks after the accident, 1 which the
claimant was wake-boarding while carrying
4 friend on her back. Talented? Yes,
Beneficial 1o her claim? No. Upon bringing
this information to the Plaintiff's Altorney,
this claim was quickly resolved before the
claim proceeded to litigation.

Yet, the wvast majority of matters
attornevs handle have already proceeded to
titigation, and utilizing social  media
mformation during the discovery process
can both resclve a casc before trial and set
onec up lor success at trial,

iv. Social Media Information in
Discovery

Once littigatian  has  commenced,
attornevs should ensurc that alt discovery
efforts cover social media content. Somce
tmportant points to rementber arc:

Iy Draft  appropriate  document
requests and  interrogatorics o
reach  relevant  social  media
content theough party discovery.

2) lollow-up on  soctal media
cantend in depositions of
litigants.

3) Deternine whether to  utihize
social  media  evidence
seitiernent negotiations or save
Tor trial.

A) Crafting Written Discovery

Often, the discovery of social media
inlormatioa car be more successful through
party discovery. As a rule ot practice,
attormeys should cratt document requests to




reach social media 1afenmauon as ey
would any other documents. Attornevs
should pay heed to the fact that, as with all
discovery requests. case law makes it clear
that soctal media discavery dirccted o a
party must he narrowty tailured 1o the issues
retevant in the case. Texas decisions.
although Lmited on the subject, fvor
this apnreach. In In re indeco Sales. fnc..
No. 09-14-00405-CV, 2014 W1, 5490043
{Tex  App.o—Beaumuont 2014, no pet)

mem. op.). he Beaumoent Court of
[

Appeals held that o distriet court did not
abusc its discretion by granting an tnjured
plaintft’s movon for proteetion as to a3
ciscovery reduest seekmg information. data.
posts, and conversations from  piaintii’s
Facchook pape. because the request sought
cvery photograph posted since the aceident,
regardless of when the piatograph  was
taken. and another request seeking all posts
or messages she sent or received. regard.oss
0¥ t(‘J;‘,":L"\3 Conversely, in fa ore Chrivins
Health Se Tex. 399 SW.3d 343 (e
App.—Beaumant 2013, no pet. ), the
Court concluded that a request without a
time Lhimit for posts |fron: Facebookf 18
overty hroad on its face.”

Below are some samply
mterrogatories and requests {or production
that atlorneys can use 1 cases where they
may be relevant:

[nterrogatares

1y State the nume. web address, and
user  name  for all  blogs. online
torums.  social  media  sites  and
applications  (including. hut  not
Emited. to, Facehook. Snapehar.

“In e Indeco Sales dnc. Noo D9-14-00405 -0V
2014 WL 5490943 (Ten App. - Beaumoni 2014,
ne pet) {(meny. op )

Tt v Christus Hewlth Se Tox 0399 S W.3d 343
tTex. App. —DBeaumont 2003, po pel. by,

2)

5

Twitter, Linkedn, [nstapram,
Pinterest, Youlube, or any similar
sites or applications) that Plaintift
has registered with, belonged ‘0. or
had membership to, from
10 the present.

State the name, weh address, and
user name  for all blogs, online
forums, social media sites and
applications  (inciudmg, but not
limited, to. Facebook, Snapchat.
Twitter, [LinkedIn. Instagram.,
Pinterest. YouTube, or any stinilar
sites or applications) that Plaintitt has
used to cammunicate {rom the date
ol the Accident to the present,

Reauest lor Produetion

Pleasc  produce all  photographs
pested. unloaded. or utherwise added
10 any social networking  sttes,
applications, or blogs (includmg, but
not ltmited, to. Facebook, Snapchat,
Twitter, Linkedln, Instagram.
Pinterest. YouTube, or any simrlar
sites or applications) posted since the
date of the Accident aileged in the
Contplaini.

Please produce all communications
posted, uploaded. or otherwise added
to any social netwarking siles,
applications. or blogs {including, but
nol limited. (o, Faeebuok, Snapchat,
Twitter, lLinkedIn. Instagram,
Pinterest, YouTube, or any stmiiar
sites or applications) posted since the
date of the Accident concerning any
aliegations or events referenced in
Plaintiff"s Comptaint.

Please provide copies of all instant

messaging  logs  or  wranscripts
associaled  with  any  accounts
identibed mn responsc to




Interrogatory No. _ concerning any
alleestians or events in Plaintitt's
Complaint.

Please  produce  all  pestings by
Plaintiff on any social media site or
gppiication  (including.  bat not
mited. o, Facebook. Snapchat,
Twilter, Linkedhs. Instagram.
Pinterest, Youlube, or any similar
sttes or applications) that refer or
relate to the accident m question.

Please provide an clectronic copy of

vour coniplete  Facebook history.
meluding  any and  all profile
intermation. postings, pictures. and
data avattable pursuant 1o Facebook's
"Download Your Own [nformation”
leaturc.

For  each Facebook  account
mamtamed by vou. please produce

vour account dato for the period of

_through presenl. You mav
dewnload and print vour Facebook
data by logging onto vour Facebook
account, sclecting “Account
Scttings™ under the “Account”™ ab on
vour  homepage,  clicking on the
“learn more”  link beside  the
“Download Your Informadon™ b,
and {ollowing the directions vn the
“Download Your [nfornation”™ pagy.
Please

preduce  all  postings by

Plaintiff on any social media she or

(ncluding.  but oot
Imited. (o, Facebook.  Snapcha.
Twitter. LinkedIn. Instagram.
Pmterest. Youlube. or any similar

application

sites ur applicationsy that refer ar
distress  ur

relate 10 emotional
phivsteal mmjuries that Plaintiff alleges
be'sbe suffered as a resuh aof the

accident and  any  treatment  thua

he/she received subsequent to the
accident,

Althaugh it 1s comman sense among
practicing attorneys, rcmember to always
request  that  a  sworn verification  be
produced along with Plamilf's written
discovery responses. The sworn responses to
interrogatories, such as those listed above.
may be particularly important f  the
opposing party daes not praduce social
media information and a motion 1o compel
is required to reacl that information.

Afler written discovery has been
completed.  attorneys  should  pracuce
Jollowing up on social media in a parties’
deposition,

B)Y Following up on Social Media in
Depositions

I attempts (o gain social media
mformation in written discovery have failed.
depasitions arc another time to press Llhe
opposing party. under oath, for social media
imiormation,

Questians [ kave tncorperated into
my practice include.

Q: Do you have any social media accounts
where vou post personal information about
voursell?

(J: Which social media plattorms do you
usc?

Q. Have vou had other sucral media
aecounts (hat you no longer use?

(J; What name(s) do vou use for voursel! for
vour social media account(s)?

(): What e-mail addresses do you use to
access your sacial media accounts?




Q. Since the DOL. have you posted any

information related to the accident on any af

vour secial media accounts?

Q. Since the DOL. have vou posted any
intormation related 1o vour alleged injuries
or damages un your sociul media accounts?

Q: If we wanted o sce the iatormation seu
post on vour soctal media account(s). what
woild be the best way to see it/

I previous social media searches
have proved frutiful, depositions are the
ume ot to impeach the oppaosing parn s
testimeny by questiomng  them on am
adverse mformation vou have found. By
way of example, 1 had a case wheore @
Plumtift’ was clainung injurtes to his neck
and back. Social Media buormation had
provided Facebook posts by the Plamul.
time-stamped post-acc:dent. including:

“Thark God Han healed ™

ke up 2oy feeling great”

dden 't aeed painkiiees amamare
CLhaven ' foln this goad wr i leag ime.

CLoamt huppy e osav [oam comydeteh
hoaled ] can literails run nose. na paie ai

afi "

In his deposition. | asked Plaintifl if lte had
ever experienced  any  rehef Irom pain
Plaintiff s response: “Nao b have never had
any relief since the aceident™ | questioned
Plainutt furher ahout his activities posi-
acciden:. Plaintff stated e was unable to yo
te the gym. and was itmited in lis activities.
Little did he know that | was in possession
of his Faccbool posiings, post-accident.
statmg: a3 ool the g, ran 4 iles

todayv. pleved frft cont

hasketholl _sparred  mwo 3 minue
rounds.

With Prantiil’s contradictory
testimony, [ could set my case up for
success al the next cross-roads of litigation:
settlement or trial.

C) The Choice: Utilizing  social  media
¢gvidenve in setlllement negoptiations, ar
saving for trial.

As trial attorneys. we do not want to
show all the cards m our hand until the time
is right. Thus, we often face the decision of
deciding whether to reveal our poteatial
umpeachment evidence at mediation in an
attempt to facilitate settlement. or save that
cvidenge for the time of tnial.

In my expurience, such decision has
been made on the Likeliness the case will go
te tral. and the amount of social media
evidence | have acguired. If [ believe a case
is hileely to settle at mediation, [ typically
bring the sovial media evidence 10 mediation
lo present tn my negotiations as a way to
tead Plaintiff into scttlement and shave the
scttlement amount in my client's favor.
Iowever, il ] believe a case is unhikely 1o
settle, I widl typrcally retain the social media
mtonmation 1 have antl the trial!'' not
revealing the infonmation until the last
possible second. and hopefully using it to
viipeach Plainuff's testimony, attack their
credibility. or give the jury a reason to limit
Plaintiff’s damages at trial.

vV, Social Media Information at
Trial

You have munuged to make 1t o
mal, a litigation attomey’s dream, but now

However cognizanl of the fact That if Plaimiffs
anorney is clever enough 1o propound RFPs asking
tor chis information, t must give i up




VOu face common issues conceming ihe nse
al’ vour treasurc trove of social media
informatran at trcal These issues include:

Ly Demonstrating  the  relevance  of
sociil media content far use at (mal.

21 Assessing how to authenticate sovidd
medin contert far use at trial.

A) Relevanee of Social Media

Obviously. as  with  any  other
evidence. social media information has to be
relevant ta issues in the case. Texas Rule of
Fvidence 401 detines “relevant evidence” as
“evidence having any tendency o make the
exisienee of any tact that 1s of consequenye
to the delerminativn of the action mere
probable or less probable than it svoula be
without the  evidence.™ Further, “iln
deciding whether evidence 1s relevant, a trial
court sheuld ask whether o reasenable
person, with seme expertence in the real
wortd. would believe the evidence 1s helpful
in determining the truth ot talsty of any fact
that 15 ol consequence o the lawsiit”
Theretore. in determining relevancy, courls
look 1o the purpose for offcring  the
evidence—:he matertal fact o be provad
and whetaer there s a direct or lopieal
connevuon  between the offered evidence
and the proposition 1o be proved.'* [f therc is
any reasonanle logical nexus. the evidence
will survive the relevaney test.”

Secial  media  evidence may  be
relevant (o nearlv everv tvpe of legal dispute
primanly becausc. tf vou recali the eari e

FTex ROEVID &0 Fi0. R Evio. 401

U Hersamde, v Stace. 327 SW .3 2600 206

(Tex App  -San Anlonia 2014, per ref ) tonar.er-
omitled)

P 8ee el danvion v Stade, 2808 W 3d 233 240

t Tex. Crim. App. 2009).

Y Ser Reed v Srere, 39 S.W 3d 278, 28 (lex.
App.—Fort Werth 2001, pet ret™d).

statistics, there are so manyv pcople using
social media platforms around the world.
Thus, it ts morc than likely btiganmts are
“posting™ statements. photographs, ‘tweets’,
cte. that “have the tendency to make the
cxistence  of any fact more or less
probable.”'"

Further, some Courts have ruled that
' a party fails to produce relevant evidence
in discovery. there are severe consequences.
n Lester v. Alliance Conerete Co., 285 Va.
2035 (2013). a Virginia state courl reduced a

jury award by over four mitlion dollars and

ordered the plaintif! and his counsel to pay
ihe defendants over $700.000 in fees and
expenses because of deliberate deletion of
Facebook photos responsive 1o discovery
|‘cquesls.”

While the burden of demonstrating
relevance s low. just because evidence is
relevant  does not  mean  that it s
admissible ¥

By Authenticating Social Media
Information

Authenticating secial media content
for use at trial can be challenging,
particularly lor static screenshols that do not
contain Sime-stamps, or for a source that is
constantly being revised. Courls cxamining
the proper methods to authenticate social
media cvidence have reached different
conclusions on the standard a party must
satisty.

As we all know, Federal Rule of
I'vidence DO establishes the requircinents
lor authentication or identification as a
condition precedent 1o the adnnssibility of

"Trx, ROEVID. 401 Fen ROEviD, 401,

Y pester v Adiance Coacrete Co |, 285 Va. 295
12013,

T X R Lvin 403,




non-testimon.al eviderce '° Under Rule 901 .
betore an item may  be admitted. the
proponent must otter “evidence suflicient to
support a {inding that the mater in question
is what its proponent claims. "% Federal Rule
ol Bvidence 901(b} gives examples of how
o . 7
authentication can be accomplished.

Some state courts have tound that 4
party mav use any form of evidence 1o
authenticate soctal media content if the party
denonstrates 10 the trial judge that a jury
could reasonably find that the protiered
evidence is authentic ™

Generaliy, the  praponent of  the
internet printoul raust provide testimory by
five witness or atfidavit that the printoat s
what it purports 1o be.” I Lorraime v
Markel Anerican Ins Ca, 241 FRD 234
(D, Md. 2007). the court discusses how
Federal Rule of Evidence 901 works with
Federal Rule of Evidence 104 and the
necessity fur the  court 10 decide
authentication as a preliminary question
‘The Cowrt in Lorraine determined that " An
original  digital  photograph  may  be
authenticated the same way as a hilm photo,
by a witness with personal knowledge of the
scene depicied who can testity thar the photo
tairiy and accurately depicts it

Several courts have alse fallowed
varving  approaches to awthentication

" See FEn ROEVID. 901

TTrs ROLvio 900(a) FED R.EVID. 9011a).

T See FELR Evi 901D;

U See Tiendu v State. 358 S.W 3d 633, 638, 642
(Tex. Crim. Anp. 20M2): see also Pocker v Sraie 85
A 3d 682687 (el 2014)

S See fn e Carrson Frankdin, 436 B.R. 753, 756 37
(Bankr 15 C 201!y (noting that blegs are not sl
authenucating and rejecnng biog evidence due o
filure 1o present authentication leslnnony).

BAn Loeedioe v Markel Awerican s Co 240
FRD 35402 M3 2007). sve abso FER R BV
Q01 Frn R OEvie. 104,

o

challenges. For example, a circuit court of
appeals  held  that  photographs on  a
defendant’'s Faccbook page were  not
properly authenticated because a
“photograph’s appearance on a persoral
webpage does not by itself establish that the
owner of the page possesscd or contralled
the items pictured.™” On the other hand. a
United States District Court found that
statements made by a plamtft on her
lacebook page were authenticaled by her
deposition testimony and admissible as a
party admission under Federal Rules of
I'vidence 901(a) and (b)(1).”

Further. courts have rclied an
different vules to authenticale and admit
evidepce taken from social media. In one
example. a United States District Court
admitted Facebook posts under the restdual
hearsay exeeption in Federal Rule of
I'vidence 807 based on crediblc evidence
that the posts were authentic.”® In another
case, 4 circuit court held that screenshots of
laccbook  pages and  YouTubce videos
retrieved from a Google server were self-
awhenticating  busincss  records  under
IFederal Rule of Evidence 902(11) where
they were accompanied by certifications
from lacchook and Youlube records
custodians.™

Since it appears that courts have not
vet  reached a  consensus  on the
authenticatton of social miedia  content
aturneyvs  should  carefully  consider
auvthentication issues during discovery (o

" Lmed Stares v Winters. 330 F. App'x 390, 39396
(3th Cir. 201 3),

" Turgonskr v, Ciny of Ouk Ridge, No. 11-269. 2012
WL 2930813, a1 *10 (E.D. Tenn. July 18, 2012 yev
Fiep, R.OEvID 90 ((a) Fiit ROEvin, 901(bX 1)

T Ministers & Missionaries Benefit Bd, v, Estate of
{tark Flesher, No. 119405, 2014 WL 1116846, al
(S DNY. Mar. 18.2014): see Fi:in R Ev. 807,
T United Stales v lassan, 742 £.3d 104, 132-34 (4th
Cie, 20014): see F1 RUEVID. 90201 D).




prepare Lor trial. For example. ensure that all
photegraphs  taken  from  sccial  media
platforms are e color and ume stamped,
with the date of posting by the hogant
attached 1o the photograph. or usc the
assistance . of a  vendor ar collection
soltware,  which  will  help  minmmize
authentication. challenges. This will provide
tre basis lor a belter argument as w why the
social nedha images shoald be admitted.
Authentication muy also be something thin
an dattomey  can choose (o address  in
depositiors. should you have the evidence
avatluble and decide 10 utitize it during that
time. so as te avord a dendal or mishap at
raad.

VI,  CONCLUSION

70% ol LES. adulis use some torm ot

social media.72% of US. women and 629
ot LS. men use at least one sacial media
platiorm. 76% of Facchook accounts are
used daily. 32% of Instagram accounts are
used daily. und 42°% of Twitter accounts are
accessed daiiy.”” These statistics do not e cn
imclude all of the bundreds of other social
media platforms in the world aday. With
this sca of nlennation tlooding daily onto
the world-wide web, yvou can bet tha
Lhgantsopotenual - lingants  arc posting,
tweeling, and uploading intarmation that
may be reicvant 1o current and  future
[igation

As lawvers we are  tasked wnh
competent and diligen representation al our
citents. Therefere, as technology changes.
lawvers must adapt and utilize new sources
of information 1f’ they ure 1w continue (o
represent thew clients competentiy. “Hiese

M Seciad Medna Fact Sheet, PES RESLARUN CEN 1 2
(Jan. 12,2007y weailuble
hip:www pewmternetorg [act-sheet sociabaned &
dastvisited huee 21 2018).

new sources of information include social
media plattorms.

Changing age-old legal practices can
be hard. and for many well-pructiced
attorneys this “Whole New World® of social
media can be intimidating, but as explaincd
n this paper. accessing it can be easily done
waith a mouse, not a Genie; and utihzing
social media information throughout the
dhigation process can potentially open the
doors to  case results not  previously
apparent
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Judge Lynn M. Egan

2 s T = LR BHCSHDE 4 = e b

* Cook County Circuit Court Judge, 19 Years

* Member of lllinois Supreme Court Committees
* Civil Justice Committee
Education Committee
* {Former Member): Executive Committee, oversees all Hlinais Supreme Court committees
* (Former Member): Discovery Procedures Committee, now Civil Justice Committee

* Authored articles on

* discovery, requests to admit, restrictive covenants, Day-In-The-Life films, directed verdicts, jury selection &
instructions, Dead Man'’s Act, Supreme Court Rule 213, expert witnesses, reconstruction testimony, court-ordered
medical exams, attorney-client/work product privileges, sanctions and damages.

* Bar Association committees and Boards of Directors
* Registered CLE provider through the Illinois MCLE Board

* Awarded over 10,000 hours of CLE credit to lllinois attorneys

* Prior to joining bench
* Argued before the Illinois Supreme Court: Cisarik v. Palos Community Hospital

s it PR = R ERD > LI i LR AT I S LTI e IS T (T S BB T ST a0 2 U e s g S T eny



Trent Walton CCE, ACE

The Power of Commitment™

* Sedona Conference — Member
* Working Group on Electronic Document Retention and Production (WG1)
* Brainstorming Group on Information Governance

* Computer Forensics & eDiscovery
* Certified Computer Examiner (CCE)® #684
* Certified AccessData Examiner (ACE)®
* Certified in Windows Forensics by AccessData
* Certified Electronic Discovery Specialist
* Certified in eDiscovery Software Products ranging fram ECA through Review
* Served as Expert in issues ranging from Computer Forensics to Complex eDiscovery Matters

* Software Development
* Created E.L. Native Review™ for Concordance, Rated 4.6 out of 5 by Technolawyer Publication
* Acquired by Wave Software in 2010
* Created eCloudCollect™, now DataCollectPro™
* Acquired by ZApproved 2014




WHY SHOULD YOU CARE ABOUT FINDING ESI?

Because the Rules of Professional Conduct demand it.

Rule 1.1 — Competence. Comment 8: “A lawyer should keep abreast of
changes in the law & its practice, including the benefits & risks
associated with relevant technology...”

See also, Rule 1.6 (Confidentiality of Information), Rule 1.15
(Safekeeping Property) & Rule 3.4 (Fairness to Opposing Party &
Counsel).




KNOWING HOW TO FIND ESI REQUIRES
KNOWING WHAT IT IS

77

ESI shall include any writings, drawings, graphs,
charts, photographs, sound recordings, images, & other
data or data compilations in any medium from which
electronically stored information can be obtained either
directly or, if necessary, after translation by the
responding party into a reasonably usable form.”

III.S.Ct. R. 201(b)(4)(West 2014)




WHAT DOES IT INCLUDE?

Amended Rule 201 defines “documents” very broadly
& now specifically includes “all retrievable information
in computer storage.” //l.5.Ct. R. 201(b)(1)(West).

NOTE: The amended rule requires a producing party to
search its computer storage when responding to a
production request. [l.S.Ct. R. 214, Committee
Comments (West 2014).




EXAMPLES

Word processed documents

Databases

Spreadsheets

Presentations

Digital photographs, video/audio recordings
Voicemail

Email messages & attachments

Calendar entries

Text/instant messages

Blog & social media posts




WHERE CAN IT BE STORED?

Computer hard drives (home & office desktops/laptops)
Network servers

Thumb (USB) drives

CDs, DVDs

Cell phone & smart devices (phones/tablets)
Home security systems

Gaming consoles

The Cloud

Social media websites

Electronic medical records (audit trails)
Fitness trackers




HUNTING FOR ESI EXAMPLES

Basic eDiscovery Terminology
Mobile Data

Photo Meta-Data (EXIF)

Social Media

Electronic Medical Records (EMR)
On-Board Diagnostics (OBD)
Remotely Piloted Vehicle (RPV)
Algorithmic Techniques




BASIC EDISCOVERY TERMINOLOGY

ESI: Electronically Stored Information
Metadata: data that provides information about other data

Native Format: format used by the application that created
the document




WHAT IS “THE CLOUD”
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MESSAGES THROUGH CARRIER

-102 Verizon & 1042 AM 1 & 95% .l

{ mMessages  Pete Contact

Fam thinking tuesday or
Wednesday

"

verizonvireiess

Shaoutd be

+ Call Log

* Text Messages
* SMS Messages Only
* Llast 30-90 Days
* No Body

* No Photos
. © Running a bit late - eta 720
« No Videos i 9

We still on for tonight?

* No Audio _n.u

hfal




_E

107 Varizon F 10241 AM roomm |
{ Messages  Adam Contact
you guys later.

Ok. We might need to
order food of some sort by
then, so we'll ba in touch.

L

| will be by your placeiin -

* Text Messages (iMessage & SMS)

about 30 min

» Call Logs, Contacts
*  Voicemails K
* Video, Images, Audio
» Application Data Sitting already. Same area

. . as last year
*« Geo-Location Information
*» Health/Fitness Data _ 'O | Sean




LOCATIONS OF DATA (APPLE I0S EXAMPLE)

~ .~ = CellPhone Carrier
| ¢ Text: Last 30-90 days
* C(Calls: Last 2 Years
* Mobile Device
- All data
* Possible deletion
* Computers (iTunes)
* Back-ups at different times
* Data prior to deletion
* iCloud

* Nightly back-ups




Table Search x M|1>Q<msnm.n_ .m -
o m_. 02 3G 10:10 AM
@mmwnrm» Goto ¥ __ S o o %
i I
Te iMessage: +15108617552
ST 11/16/2013 10:30:22 PMUTC+0) :
st Adtivin 11/16/2013 10:30:22 PM(UTC+0) self-Colled:
Nume memtn () :
Participants {Hoveyou:) \
| llove U2
+15108617552 R
. [ Awe, really?
ﬂb:<@gnm°= qn ..fww Goto - i Yeah 53‘.3‘ 3< .*.m._ﬂ : ‘
B N ' band! M
=|¥ Select/Deselect... e =¥l Isfhe x -
V] .m.u. @+, 11716/2013 Ho”w.ouum PM{UTC+0} ,

. Sorry my phone was dead. How are
. you feeling? Better I hope

Delivered: 11/

16/2013 10:30:23 PM{UTC+0) |




APPLICATION DATA: HEALTH KIT

* Recorded by iPhone or watch

Steps

Walking/running distance
Flights climbed

Exercise minutes

Heart rate

Standing hours

G Search ses = 131 PM < % 67%m il

August @

Sunday, Aug 14, 2016

Activity

Move

mxmﬁn‘mwm Stand
30/30MiN 13/12HRS




|OS LOCATION SERVICES

eos ATAT T 1:45PM % sINED sea:: ATET = 153 PM v} 50N M
Freguent Locations Denver Denver Visits
MEITEGan
03 U’\ Qm.ﬁmc_.ﬁ Northglenn T
B S
db ~Thornton :
Accessed by Apps 3 Saftsndy
Denve ' Eb&—s ?.VJ
Comm City Internati - |
Improves GPS accuracy Commerce Gy rmore | < @
) ) v CheesesProvisions
. . ouatain View L @ m__“
Crowd-sourced Wi-Fi % Y o | N BsconSocisl  /
)E ER 70 i z/,. -~ —~House : .\
mgm_‘.mmjnJ\ calls glendale: AURORA S~
Y.L [ e
. P = -
Saves battery life Lincoln St 1:56 PM - 2:20 PM
39 visits recorded since June 15, 2017 7212017
Home 8:17 AM - 8:50 AM
37 visits recorded since June 16, 2017 717117
Work 1:03 AM - 11:25 AM
7 visits recorded since June 26, 2017 6/23/17

W Colfax Ave
5 visits recorded since June 20Q, 2017
E 29th Ave

3 visits recorded since July 10, 2017

— | Wadth Ave

1 3wisits recorded since June 23, 2017




* Use of photo metadata

* Filter by photos taken by device
* Extract date, time and location
« Use data to display on program

R ]




PHOTOS

’

e
| % Camera:

| (Y oate:

- &% Address:

1 A City:

_ 39 Country:

2k L ocation:

EXIF METADATA

Appie (Phone bs
fup 2hih 0 iy 31T

P14 TooAue 32 Grad Lavs
CO 8047 Uss
izrand Lake . Zoloraco

Unted Siaies

Yiew More Delails




WHAT IS EXIF DATA?

* Metadata of an image file
» EXIF: EXchangeable Image Format

’ _JO_CQmm. i zm;wm.uwa N EMMS 3%”“@ 7
§p oo e B T TS . S e e s vl e an S
. _/\”m_Am m_JQ BOO_m_ Marker Number Data Size . Data
. FF?? : ne ;| RRNLLN
* Photo date and time e T
» Lens: shutter speed, focal length, flash U Ganofstream | Datasie | Data
. . . . . . Mark :
+ GPS info: latitude, longitude, altitude, direction eon |

Compression, file size, dimensions, ...




extf CASImgDirecnon. 54474, 255
exif CPSimgDirectionRef T

11/11/2012: Neighbor death

1" exiOPSLatitude 15, 39 40N

 “Person of Interest

12/03/2012: Interview

e f.GALongitude: 88 53 53W

exifGPSTimeStamp 2012-12-03T1825.262

12/03/2012: Article published

 Twitter: iPhone 4s Raw Photo

Soly Tuh av s
,.“.=

12/05/2012: Arrested | e e

B

L .
oome Faizur Moot
IR P Pup Ovice




EXIF EXAMPLE: HORSEBACK RIDING TRIP

1

Upload Photo

Satellne

i's Camera: ApplesPhene 7 Plus
Oy bate: Tue 25th of July 2057

. CoHwy 53, Grand Lake, CO 80447,
£ Address: SA

& city: Grand Lake / Colorads
4§ Country:  United States
=¥ Location: 36° 5855587 1i 105° 56' 19 757w

View More Details S R — i - ., : . I n

. - cn

Map data $2017 Boogle Imagery 82017, Drgaiiobe | 10m it | Farms of Use  Reporc 3 miap eirar |

e H
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CAMERA INFORMATION
I@mqm:n Apple - ‘Q : @ z_onnw.. B h.U_‘._,oﬂ._m:ﬂ Ewm. o . Gl @ Lens _:«o .:ujozm 7 Plus cmn.r..b:m_nm:,mﬁm £
I.I‘H.,.n!msﬁsn Y M_.m..ﬁ..%i %8%5 | X : ‘@mpﬂ.u_....nn:m mi; .. \cl mﬁu._wmwﬁau ‘_mo M“m\ - mj
I*m_mwz :oﬂcmma . | . ? | h.Awoom_rn:o,? b & mm “ ‘@Oo_o_‘ w‘um‘om“ Uncalibrat N it
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@.E‘_n Jwam”. . 201 NDWMm_ﬂmmmme_ﬂm@ . <¢ 4 ,. mH _BNQMM."INQ‘I_‘GOD xwwoc_xm;“.m; ‘ ‘mw : "@.Lﬂwuwxm“m” 0.8 Bmamﬁ._xm_m N unw-
@H__.a Size:  ioTOabytes ITME | = z,gm..q.._.‘.u@:S%...E& | ‘ W_. Resolution 72 DPY - :
DATE & TIME
| m Omnww\ T »! ._ﬂcﬂww : - u‘ @ Time: ‘d 11ese .nr:o@|&9 . o @ Time Nonmﬂ ‘w_ﬂm.:wm.\. Denver i
GPS INFORMATION
‘mmu Latitude 39982106 | ¢ m@uroso:w_aﬂ 105 93815 E. et l__o:: -
| W__W‘ Long Ret : Em....nil. f .w Aﬂ ﬁw_o\_“_..\:‘“..wnmm” 39758 55 58" N AD_‘W\mm‘ _M..ﬂmi e M.P Mpz.;c.n_m“ mm.woz.ﬂﬂuo% Sealeveh m.
presvenfiet et @ e C Avemng
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What is “Social Media”?

« “Forms of electronic communication (such as websites) through
which people create online communities to share information, ideas,
UmﬂmOJm_ messages, etc.” (Dictionary and Thesaurus | Merriam-Webster)

* Properties

* Via online service
« Facebook, Instagram, Twitter

» Sharing content with others
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SOCIAL MEDIA EVIDENCE

* Friends = Gwn -

* Texts @ oo v

« Photos & videos @ e m

* Location info - —

Private messages

Tel me everything

¢ Good surl? L
ol Poe—

Amaaszeiing aurt

s Tell me everything _

P
mﬁ}ctmi




EXPECTATION OF PRIVACY

Public

* Profile photos
« Comments to profile photos

Friends of Friends
» All photos, posts, comments
* Timeline

Friends
« All photos, posts, comments
* Timeline

User Account
* Hidden photos, posts, comments
* Messages




REAL LIFE EXAMPLES:

“THE ACHILLES TENDON GIRL”

* Lifeguard | #

* Achilles tendon injury on the job
* Pain and suffering

* Unable to enjoy life

* Unable to move around




Social Media and Blog Posts:
“The Achilles Tendon Girl”




EMBEDDED PHOTO METADATA:
“THE ACHILLES TENDON GIRL”

DFSINRTCE

Jakart tps Tre Indonesia i
gkarta  cava A i e
.c Banda fies Papua New

* Google Map showing travel o T e
locations, as well as | -
dates/times the photos were | 9
taken

* Embedded GPS coordinates in —_— |
the photos on her blog @

SETIRRRT
Al UTRAL 8
Persh
n

Al
. Adelmde o
{rret <] Sydney
AL e T
Hepht

TR EVPTIFY

o
Melbourne

TASMANIA




EXAMPLE OF FALSIFYING EVIDENCE

1. Go to website, e.g., Facebook

2. Go to page to be printed, e.g., wall posts
3. Print to PDF

4. Open PDF in Adobe Acrobat edit mode
5. Edit text to liking




Mark Zuckerberg with Jim Sheltorn and Friscilla
Vesterday at 10 04am - Paln Alto,

Frscila and | are excited to share with everyone that Jim Sheltor is
o to e moving inwith us

Last weal | guarantesd dm i

1y Facebook stock fo show appreciation
forall bus contimue] support for bis efforts oo _‘::,M_m_,_ ous chartable imtiatives

We look foraward to providing Hirn :;;::_c_, financial rewards that Tay *

ﬁ: Aude hndses nard canh _

Cars or

The Chan Zuckerberg Education Intiative 15 new, out it pulls together all.
_ontinus Hea :W_;




FACEBOOK PROFILE: FORENSIC VS “WEB SCRAPE”

Forensic Collection ‘ i
oo B — ) -4l Mark Zuckerberg

November t7 at 5:48pm Paio Alle CA
cth?i\.fqoi g aor o BTG 10 O e vwaa; B Ml P STa0G LB revad, e et i e s s e Sy T T ke AGK A i T Gouny,
vﬂ)x.n i.\m«iieaﬁi‘-wx_-gn*lnuﬂ!!gi FC O 1 i i_awﬂ.w\‘ Ay G b ) s UsocTinar ey, nf!-ﬂﬁ-l;v"gaﬂlg i

[ wan
et . CPOCND 3RV o AV AECh U2 A et Gt HRA S i e LIG, PRI T A T ey o sl e P (e
sty - Frmir of £ e g SG R g

T e it s P V%828 e 4 e - We've activated Safety Check again after the bombing in Nigeria this evening

Lix st Pato 8o, (T, B LD (A, Uil 7

After the Paris attacks last week . we made the decision to use Safety Check
Crum e, 30 L83 s B for more tragic events like this going forward. We're now working quickly to

develop critena for the new policy and determine when and how this service
can be most useful.

e e t Unfortunately, thése kings of ovents are all too cormman. so | von't post about
¢+ all of thern. A losy

2're commit..
Seo Mare

4 0f 8,419

Like C

Chany * Shoe | SofTo,

L E T gnd e A ET olhers hike Ehis. Top Comments
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USE OF EMR META-DATA

Submission of charts and notes
» Back-dating, back-charting

Viewing of records
* Become aware of problem

Editing of records
 Editing, falsification

Litigation holds

Tracking copies of records shared




EMR METADATA

mm Metadata

Name of Application

Application Metadata Metadata Tag Type Length
Patient Account Number integer 9
Patient Last Name Alpha 50
Patient First Name Alpha 50
Date of Admission Integer 10

Document Metadata User name Action Date/time Length of time
Smith212 View 01-13-13/0234 100:01.01
lones339 Create 01-14-13/1345 |00:19:22
jones339 Edit 01-14-13/1543 |00:04.43
Corey112 Print 01-21-13/0901 |00:01.16

Laboratory Information System
Imaging Information System
Radiation Information System

Embedded Metadata

Versioning
Track Changes




ALTERED RECORDS STORY

* Claim re: doctor’s treatment of patient

» Defendant original production
* Docs produced as PDF files and screenshots

* Plaintiff request for EMR metadata

* Evidence of viewing and modifying
records after doctor became aware of
potential claim
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OBD APPLICATIONS

Hand-scan tools

Mobile device-based tools and analysis

Emissions testing

Data loggers

Vehicle telematics




VEHICLE TELEMATICS

* Fleet tracking

Monitor fuel efficiency

Prevent unsafe driving

Remote diagnostics

Vehicle speed

Idle times

Over-revving







Telemetry flight data

Flight path: longitude, latitude, altitude
Pictures with EXIF data

Video




L1

09/01/2015

09/01/2015

09/01/2015

09/01/2015

31/12/2014

09/01/2015

Ak B g
+ erear Lfa

Location

Map Loading
ShenZhen

ShenZhen

ShenZhen

Map Loading

HongKong

Flight Record

Mileage ©~ Time = MaxAlt

0.0m 14Min 31.4m
206.5m 1Min ﬂm_mﬂj
0.0m TMin 18.3m
4.6m 1Min 25.2m

1000.6m 12Min - 226.0m

0.0m 1Min 37.4m

00:00

00:00

00:00

00:00

00:00

Moments
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* Agriculture
* 3D Models
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ALGORITHMIC TECHNIQUES
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* Customer List: B
* Challenges:
* 1000s, spelling, abbreviations
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Options:
* Individual search=X*Y
* Technical solution
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ALGORITHMIC TECHNIQUES

Master List
3M Company

A.G. Edwards Inc.

Abbott Laboratories
Abercrombie & Fitch Co.
ABM Industries Incorporated
Ace Hardware Corporation
ACT Manufacturing Inc.
Acterna Corp.

Adams Resources & Energy, Inc.

-ADC Telecommunications, Inc.

Closest Match
4M Company
AG Edwards, Inc|
John Laboratories
Alamo & Fitchferal
Bob Industries
Ace Hardware
A.C.T. Manufacturing

Acterna Cgrporation

Adams Resources Energy Inc

Score

Alphabet Tglephone



Wiz DI!SCOVERABILITY: YOU HAVE TO KNOW HOW TO ASK
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Do not bother with ESI requests that include the words: “any & all.”

They are incompatible with the proportionality rule that was added in
2014. This rule is intended to prevent abuse & is frequently the
dispositive consideration with ESI requests.

The court must determine whether the likely burden or expense of the
ESI discovery outweighs the likely benefit, taking into account the
amount in controversy, resources of the parties, importance of the
issues to the litigation & in resolving the issues.

I1LS.Ct. R.201(c)(3)(West 2014)




“PRESUMPTIVELY NONDISCOVERABLE”

Under the proportionality rule, the following categories of ESI are typically
considered nondiscoverable:

* Deleted, “slack,” “fragmented” or unallocated data on hard drives

« Random access memory (RAM)
* On-line access data;

» Data in metadata fields that are frequently updated automatically;
 Backup data that is duplicative of data available elsewhere;
* Legacy data;

« Other forms of ESI whose preservation/production requires extraordinary
affirmative measures.




ALWAYS AN EXCEPTION

Because those categories of ES|I have been declared “presumptively
nondiscoverable,” a party seeking such information bears the burden

“to justify the making of an exception.” Carlson v. Jerousek, 2016 IL App (2d)
151248, 149.

The following factors are relevant in this regard:

* A compelling need for the information;
» The information is not available from other sources;

* The requesting party is using the least intrusive means to obtain the
information. /d.




DON’T FORGET ABOUT RULE 214

Supreme Court Rule 214 was also amended to require a
party’s production of ESI & to require the producing party to
organize responsive documents “in a form or forms in which it

is ordinarily maintained or in a reasonably usable form or
forms.”

BEWARE: Failure to organize documents in this way, or mixing
nonresponsive materials with the requested documents,
“constitutes a discovery abuse subject to sanctions under Rule
219" llL.S.Ct. R. 213, Committee Comments (West 2014).




PRIVACY CONCERNS MAY BE UNPERSUASIVE

Parties frequently object based on privacy concerns when
social media content is requested. However, this is largely a
losing argument.

Why? Because there is no expectation of privacy when
content is posted on social media platforms.

_:

As a result, not all “invasions” of privacy are forbidden. Only

unreasonable invasions of privacy are verboten. Carlson v.
Jerousek, 2016 IL App (2d) 151248, 9] 35.




REASONABLENESS = RELEVANCE

“Reasonableness is a function of relevance.”
Kunkel v. Walton, 179 I11.2d 519, 538 (1997).

A party who wants an opponent’s social media information must make
a threshold showing of relevance, which simply means that the
information is reasonably calculated to lead to the discovery of
admissible evidence.

Although this is a liberal standard, fishing expeditions are not allowed
& the rules “do not permit the requesting party to [aimlessly] rummage
through...files for helpful information.” Carlson at 9 29.




CARLSON V. JEROUSEK

YOU MUST KNOW THIS CASE!

It is the only reported case in lllinois interpreting the proportionality rule applicable
to ESI.

FACTS: Auto accident case. Plaintiff claimed personal injuries, including cognitive
deficits/loss of narmal life. Defendants requested the following information:

« Name, web address & user name for all blogs, online forums & social networking
sites to which plaintiff belonged since the accident;

Internet/email, telephone & cell phone providers;

Internet/email passwords & all login information;

All ES! relating to issues in the lawsuit;

Identification of any destroyed/deleted documents responsive to the requests.




CARLSON V. JEROUSEK

Because plaintiff worked as a computer analyst, defendants also
requested inspection of any computers or electronic devices he used,
including his work computer, in order to assess his claims of cognitive
impairment.

Due to suspicion plaintiff may have researched symptoms of brain
injury on the Internet, defendants also requested ability to review his
history of Internet searches since the accident, “time stamps” for work-
related tasks & metadata.

Defendants also requested information about extent of plaintiff’s
computer gaming & games scores.




CARLSON V. JEROUSEK

The trial court ultimately ordered forensic imaging of several
computers, including the work computer owned by plaintiff’s employer.
Defendants proposed having their expert search all hard drives,
catalogue the results & prepare an executive summary of the findings.

REVERSED BY THE APPELLATE COURT

Illinois rules contain “no provision allowing the requesting party to
conduct its own search of the responding party’s files — regardless of
whether those files are physical or electronic.” Id. at 9 53.




EXCEPTIONS?

Although the Appellate Court characterized the forensic
imaging order as an “inversion of traditional discovery

protocol,” it noted this “might be appropriate in rare
circumstances,” such as:

»Where the computer itself is directly involved in the
litigation; or

»Where there has been a significant history of “demonstrated
noncompliance.” Carlson at 9 55-56.




ADMISSIBILITY

Must understand difference between computer-generated &
computer-stored evidence. They have different foundational
requirements.

“Records directly generated by a compute are admissible as
representing the tangible result of the computer’s internal operations.
In contrast, printouts of computer-stored records constitute statements
placed into the computer by out-of-court declarants & cannot be
tested by cross-examination and, therefore, are inadmissible absent an
exception to the hearsay rule” Anderson v. Alberto-Culver USA, Inc.,
337 Ill.App.3d 643, 667 (1 Dist., 2003).




EXAMPLES

Computer-generated: Cell phone records, GPS receiver
records, black box readings, billing data generated
instantaneously by a computer.

Because these records are not dependent on observations or
reporting of a human declarant, evidentiary foundation only
requires proof that the recording device was accurate &
operating properly when evidence was created. Bachman v.
General Motors Corp., 332 Ill.App.3d 760, 789 (4" Dist., 2002).




EXAMPLES

Computer-stored: Word processed documents, spreadsheets, etc.

Business records exception to hearsay rule can apply if 1) the electronic
computing equipment is standard; 2) the input is entered in the regular
course of business reasonably close in time to the event recorded; & 3)
testimony establishes that the source of the information, method &
time of preparation indicate trustworthiness & justifies its admission.
Aliano v. Sears, Roebuck & Co.; Ill.R.Evid. 803

NOTE: If the evidence was produced by human input obtained from
original documents, those documents must be made available &
proponent must be able to provide testimony about the facts within

them from a competent witness who has seen the originals.




DON'T FORGET: SILENT WITNESS RULE!

This rule is triggered where automatic devices such as
cameras or surveillance systems are involved & produce
videotapes, CDs or DVDs.

Holds that “a witness need not testify to the accuracy of the
image depicted in the photographic or videotape evidence if
the accuracy of the process that produced the evidence is
established with an adequate foundation.” People v. Taylor,
2011 1L 110067, 9 32.




WHAT IS ADEQUATE FOR SILENT WITNESS RULE?

The lllinois Supreme Court approved these “nonexclusive” factors:
1) The device’s capability for recording/general reliability:

2) Competency of the operator;

3) Proper operation of the device;

4) Showing the manner in which the recording was preserved (chain of
custody);

5) Identification of the persons, locale or objects depicted; and
6) An explanation of any copying or duplication process.




LEGISLATIVE DEVELOPMENTS

* Geolocation Privacy Protection Act (HB 3449) — Passed on
June 27, 2017 & awaiting Governor Rauner’s signature.
Requires notification to consumers that their geolocation
data is being collected & used. Violations may be prosecuted
by Attorney General or State’s Attorneys under the
Consumer Fraud & Deceptive Business Practices Act. Does
not apply to actual contents of any communication.




LEGISLATIVE DEVELOPMENTS

* Right to Know Act (SB 1502) — Received 3™ reading in the Senate on
May 4, 2017 & sent to the House, where it received 2" reading. Re-
referred to Rules Committee on July 8, 2017. Provides that operators
of commercial websites/online services that collect personally
identifiable information about customers who use/visit the site
through the Internet must notify them of its information sharing
practices & provide method to request specific information shared.
Creates private cause of action to customers whose rights are violated
under the Act.
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